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Overview 

Backdoors and malicious code pose significant operational risk to software that is 
too significant for organizations to ignore. Given the complexity of modern 
application development and the common practice of outsourcing and increasing 
the use of 3rd party libraries, it is nearly impossible for an enterprise to identify 
the pedigree and security level of the software running their business-critical 
applications and handling their customer’s personally identifiable information.  As 
a result, backdoors and malicious code insertion are expected to become a 
prevalent attack vector against the enterprise. Because the binary (compiled 
code) represents the actual attack surface for the hacker testing binary code it is 
the ideal time and place to conduct the most complete and final independent 
security test, validation and verification. 

Introduction 

Malicious backdoors are designed by attackers to avoid detection by traditional security tools such as 
firewalls, intrusion detection systems (IDS), and anti-virus software. To these security tools, backdoor 
traffic looks identical to typical application traffic. Unintentional backdoors are either introduced due to 
programming errors or an unawareness of the threat that backdoors present. For example, 
programmers routinely and purposefully insert a backdoor into an application, in order to access that 
application later for remote troubleshooting. 
 
As the complexity of modern software applications increases, along with the use of components 
assembled from reusable binary components, backdoors can easily circumvent even the best of QA 
cycles. The need for accurate and complete approach to software security testing is more pressing than 
ever. At the same time, applications have become a target-rich environment for those seeking monetary 
gain through the misuse of personal information. These trends have increased the occurrence of 
backdoors being inserted into applications. While 90% of all new attacks occur at the application level, 
only 10% of IT security spending is devoted to the application tier, according to Gartner. 
 
Static binary application testing provides 100% coverage, as opposed to the partial coverage of today’s 
source code-only analysis solutions. It is uniquely positioned to tackle the backdoors and malicious code 
challenge by offering a complete, independent security verification of an entire software application. 
 
Binary-level application testing (also called compiled-code analysis) makes it possible to examine the 
entire application in its final “as delivered” form. It enables the most complete detection of backdoors 
that most often can only be found in application binaries. 
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Application Backdoors: Defined and Characterized 

An application backdoor is a segment of code that provides an alternative, non-standard entry into an 
application and can permit functionality not intended by the application's designers. Application 
backdoors can be inserted unintentionally, intentionally for good reasons, or intentionally for malicious 
reasons. A common characteristic of backdoors is that they are often planted into an application with 
the intent that they will be exploited at a later point in time.  
 
Application backdoors are becoming more common in both commercial-off-the-shelf (COTS) 
applications and custom-developed applications. For the sake of efficiency and economy, developers are 
incorporating pre-developed code into their applications and relying more heavily on outsourcing. 
Software has matured to the point where many companies are working on Version 5 through 10; each 
version includes code that was developed years ago, purchased from a now-defunct outside source, or 
incorporated as the result of a merger or acquisition. Developers freely admit that they are no longer 
completely familiar with the pedigree of all aspects of their code. All of these activities can introduce 
unintentional or even malicious code that contains one or more backdoors.  
 
While backdoors are becoming more common, their origins are varied. Backdoors are not always 
introduced with malicious intent. For example, conscientious programmers may build a backdoor into 
an application for the purpose of remote troubleshooting, an activity that is more common in today's 
dispersed, interconnected application environments. This is actually one of the more common sources 
of backdoor vulnerabilities. Less-careful programmers can unintentionally introduce backdoors by re-
using code that has not been checked, or simply by being unaware of the "backdoor exploitability 
factor" in certain types of code.  
 
Undetected backdoors, regardless of their origin or intent, can give attackers access to data, including 
customer and company data, and allow them to steal or manipulate that data. This obviously exposes 
the application developers and their companies to potentially serious legal and reputation risks. These 
risks have become more acute with the proliferation of online user discussion groups -which can quickly 
turn a small, easily remedied infraction into a major public relations event -and is magnified by the ever-
increasing scrutiny applied by regulatory bodies to maintain the security and privacy of customer data. 
 
In the past, manual code reviews or automated reviews of source code were used in an effort to detect 
backdoors. However, these efforts have resulted in limited success due to both the high cost of manual 
reviews and the high false negative rate of source code analysis tools. Source code analysis tools miss 
significant portions of the software such as third-party libraries, API calls and code injected via the tool 
chain during compile time, making the technique unreliable at best. Additionally, in many cases, source 
code is not available. This method can only cover a small portion of applications and is therefore not 
complete. 
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Recently, new technology has enabled organizations to overcome the limitations of source code testing, 
by using static binary analysis to provide a complete way to cover application security. Static binary 
analysis of applications represents a superset of source code analysis. Gartner recently highlighted the 
advantages of static binary analysis as follows: 
 

“Analyzing binaries, even if source code is available, means analyzing the code in its compiled 
state, so any externally included library- or platform-specific problems can be identified as 
well. Binary code analysis is most similar to source code testing tools in that applications are 
tested statically, not dynamically. Not having binaries tested leaves a gap in application 
security”-- Joseph Feiman and Neil MacDonald, in the report: Static Application Security Testing: 
Vendors and Products, Part 3, August, 2007 
 

 
 
All of these activities present opportunities for backdoors, whether they are malicious and intentional, 
innocent and intentional, or innocent and unintentional. Backdoors can find their way into an 
application at any point in its lifecycle. 
 

 

The Vulnerability Landscape 
 
There are three types of backdoors: system, crypto, and application. This paper focuses on application 
backdoors, but it is also helpful to understand the other types, in order to view application backdoors 
in context of the larger threat.  
 
System backdoors allow access to data and processes at the operating system root level. They are 
typically created by an attacker who has compromised a system in order to retain access to the system 
later on. Examples of system backdoors include rootkits, remote access software, malware such as 
¢ǊƻƧŀƴǎ ƻǊ Ϧōƻǘǎέ ŀƴŘ ŘŜƭƛōŜǊŀǘŜ ǎȅǎǘŜƳ ƳƛǎŎƻƴŦƛƎǳǊŀǘƛƻƴΦ 
 
Crypto backdoors are intentionally designed weaknesses in a cryptosubsystem for particular keys or 
messages that will allow the attacker to gain access to clear-text messages. Application backdoors are 
sections of legitimate software modified to bypass security mechanisms under certain conditions.   
 
Application backdoors are sections of legitimate software modified to bypass security mechanisms 
under certain conditions. These legitimate programs are meant to be installed and running on a 
system with the full knowledge and approval of the system operator. Application backdoors can result 
in the compromise of the data and transactions performed by an application and may also result in a 
compromise of the complete system. 
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Security Analysis On-demand: Trade-offs, Pros and Cons 

Any company developing applications, for internal or external use, is aware that those applications can 
serve as a conduit for intrusion and malicious behavior. But the solution involves a set of conflicting 
tradeoffs. Given today's slim profit margins, it is prohibitively expensive to build sufficient security 
resources in-house, especially if those resources are to be effective against increasingly sophisticated 
backdoor methods. At the same time, no one wants to become the poster child for a serious security 
flaw and the resulting compromised customer or company data. The need exists for application security, 
but one of the most logical solutions building sufficient security resources in-house -is not logical at all, 
when considered in the larger context of business profitability and survivability. 
 
The option to outsource makes sense economically. It also ensures that the vendor will be using the 
latest methods against the latest threats, and can provide valuable evaluation perspective or knowledge 
due to work it is doing for other clients. A software security service “learns” from all the software it 
analyzes. It provides a "third party" resource that has a vested interest in finding backdoors, that can 
provide an independent "stamp of approval" for commercial and internal applications, and who has no 
reason to ignore or hide a discovered vulnerability.  
 
The best vendors have also created a robust security infrastructure, one that is even more secure than 
most application development environments. They follow methodical, thorough, standardized processes 
that monitor the results for a low false positive and false negative rate. And, they have developed ways 
to analyze the code in a meaningful and accurate way. 
 
Outsourcing also allows the developing company to have its code analyzed at any point in the program's 
lifecycle, and in a timely manner, with the least amount of disruption to development cycles and time-to 
market goals. Services can be provided intermittently, such as when new code is purchased from an 
outside vendor or one company acquires another. The code can also be analyzed on a regular basis, to 
make sure that backdoors have not been inserted after the program has been released to the market.  
 
However, as compelling as these benefits are, the concept of sending code to a third-party vendor raises 
a potential red flag. Responsible developers don't want their source code to leave the security of the 
development environment. Sending source code to a security services company could introduce 
additional security risks, risks not worth taking when viewed in light of what would happen if the 
application were compromised or ended up in the hands of a competitor.  
 
This problem is solved by having the outsourced security service analyze the binary code. Binary analysis 
probes deep into all code paths and data flows that the program will execute without actually running 
the program. Binary analysis does not require source code, the company's actual intellectual property. 
(Continued on page 8) 
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Application Backdoor Classes, Cases, and Cures 
 
Application backdoors are not new, although they have become more sophisticated. The tools to 
detect them have, by necessity, also become more sophisticated. 
  
Special credentials. In these cases, the attacker inserts logic and special access credentials into the 
program code, typically in the form of a special user name, password, and password hash or key. 
One company had such vulnerability in its popular commercial database program; it went 
undetected for seven years. This vulnerability could have been successfully detected using a 
combination of static detection strategies, including analysis of variables that look like usernames 
or passwords, identifying static variables that look like hashes, and identifying static variables that 
look like cryptographic keys.  
 
Hidden functionality.  Attackers use these methods to issue commands or authenticate without 
needing to perform the designed authentication procedure. More advanced attackers even include 
a special check so that there is some protection from "anyone" using the backdoor. In 2007, this 
type of backdoor was inserted in a popular blog-publishing program, WordPress, which lead to  
arecall of an entire version of the software.2  Techniques for identifying this vulnerability should 
include inspecting the application for command injection vulnerabilities, recognizing patterns in 
scripting languages, comparing server-side code with client-side code, identifying potential 
operating system command injection vectors, and identifying static variables that look like 
application commands.  
 
Unintended network activity. The attacker can exploit networks by listening on undocumented 
ports, making outbound connections to establish a command/control channel, or leaking sensitive 
information over the network. In many cases, these backdoors are strengthened with rootkits, 
which are tools that give an intruder root access to the system, without detection by the system 
administrator. In 2002, a backdoor of this type was inserted in the source code distribution of a 
popular network sniffer.3  When the application was run, it established a connection to an IP 
address and listened for commands. It is possible to detect this type of activity using dynamic 
network utility testing, but only if the specific run conditions, under which the program will 
activate, are duplicated. A number of static analysis techniques can be used to detect this code, 
including identifying inbound and outbound connections, analyzing network activity that references 
a hard-coded IP address or port, identifying potential information leaks, analyzing data flows, 
examining import tables, and more. The goal is to identify anomalies, then analyze the binary code 
in more depth.  
 
Manipulation of security-critical parameters. Parameters that assign certain privileges to a 
process, influence task scheduling, or restrict operations on memory pages represent a higher 
security risk. In 2003, an attacker attempted to insert a backdoor into the Linux kernel.4  
Fortunately, the backdoor was noticed and removed before users were affected. The method the 
attacker used wasn't successful in this case, but it revealed a very subtle technique involving just a 
couple of lines of code that were activated when a particular process was initiated. The backdoor 
gave the attacker root-level privileges. The technique used by this attacker could be mistaken for a 
common, usually benign, programming flaw - using "assign" instead of "compare." Static analysis 
could be used to identify all instances of this particular behavior, taking into account the instances 
where this string of code is intentional. 
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Options Available for Identifying Application Backdoors 

As companies have become more aware of the backdoor threat to their applications and reputations, 
they have employed a variety of backdoor-detection methods. 
 

Manual source code analysis. This is the first methodology that many companies employ. They soon 
find that it requires having highly skilled application security experts on staff - even when their 
services are not needed. Plus, the quality of the experts hired can vary. For this reason, this method 
lacks repeatability and is not considered cost-effective or practical for complex applications. 
 
Automated source code analysis. Several tools are now commercially available to review large and 
complex applications without manually going through the code line-by-line. These tools are good at 
finding secure coding flaws, such as memory usage errors, input validation errors, or mishandled 
error conditions that an attacker can use to compromise the software. However, they require access 
to source code, which many not always be feasible and doesn’t take into consideration backdoors 
that may be injected during compile time, via APIs or hidden in third party libraries.  Additionally, 
this method does not detect most types of application backdoors, precisely because they are 
designed to be hidden in the source code and only become exploitable after compile time. 

 
Static Binary Analysis.  Static binary static analysis (also referred to as byte-code or compiled 
analysis) examines a compiled form of an application or component to create a complete picture of 
real-world vulnerabilities. It is important to understand how its two main aspects - "binary" and 
"static" separate it from alternative methods. 
 

Static. Static analysis looks at all functions of a program, without depending on a particular state 
or set of conditions to be initiated. There is no need to simulate or keep track of application 
conditions and combinations of keystrokes. It can be run on a "clean" system, rather than the 
one typically used to run the application, which could be compromised in tandem with 
vulnerabilities built into the application. 

 
 

How much of a problem is malicious code in commercial off-the-shelf (COTS) programs? 

An application security expert recently analyzed 100 programs.5 He randomly selected 100 COTS 
and open source application packages, analyzing those using reverse-engineering tools. Upon 
tabulating the results, he found that: 

¶ 79 packages had dead code 

¶ 23 packages had unwanted code (backdoors, etc.) 

¶ 89 packages had suspicious behaviors 

¶ 76 packages had possible malicious code. Of these: 

o 21 packages had known worms, Trojans, rootkits, etc. 

o 69 packages had possible worms, Trojans, rootkits, etc. 
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Binary. Every component of the application can be scanned, including libraries and commercial 
off-the-shelf application components. Patterns are detected that cannot be found using source-
code methods. Abnormalities in the use of APIs (application programming interfaces) can be 
detected and analyzed, because they are also included in the binary code set. 

 
A properly executed binary static analysis service will map the vulnerabilities in the binary code back to 
the specific, offending line of code. Developers can remediate the problem without ever exposing their 
source code outside of their development environment. A contextual description of the potential 
vulnerability, and remediation advice, is also offered. Using automated application security testing, a 
service vendor can accomplish in 24 to 72 hours what would take two people two weeks to accomplish 
manually. 

Veracode’s On-Demand Application Security Testing for Backdoors 

This service, made available recently by Veracode, represents the state-of-the-art in backdoor detection. 
It is an on-demand backdoor testing service with patented static binary analysis technology to cover all 
aspects of a compiled application. Detailed reports are provided to both ISVs and enterprises, 
cataloguing and scoring vulnerabilities according to their severity for the specific application, using a 
standards-based rating system. 
 
These services, which do not require examination of the source code, can be conducted in a matter of 
hours or days, depending on the complexity of the application. They can detect special credentials, 
hidden functionality, unintended network activity, manipulation of security-critical parameters, 
embedded shell commands, time bombs, rootkit-like behavior, self-modifying code, and code or data 
anomalies.  

Summary 

Attackers are more sophisticated and determined than ever to access, retrieve, and manipulate or sell 
personal data that can be obtained through legitimate applications. Whether intentional or not, security 
vulnerabilities present in an application can leave an enterprise or government organization open to 
serious legal or commercial risk. Given the complexity, age, and varied pedigree of code that 
characterizes the typical application, source code analysis is incomplete. Once backdoors and malicious 
code are inserted, they are impossible to detect without binary application testing analysis. On-demand, 
static binary application testing for backdoors gives developers and enterprises a complete solution to 
testing their applications for critical security vulnerabilities.  
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About Veracode 

Veracode is the world’s leader for on-demand application security testing solutions. Veracode 
SecurityReview is the industry’s first solution to use patented binary code analysis and dynamic web 
analysis to uniquely assess any application security threats, including vulnerabilities such as cross-site 
scripting (XSS), SQL injection, buffer overflows and malicious code. SecurityReview performs the only 
complete and independent security audit across any internally developed applications, third-party 
commercial off-the-shelf software and offshore code without exposing a company’s source code. 
Delivered as an on-demand service, Veracode delivers the simplest and most-cost effective way to 
implement security best practices, reduce operational cost and achieve regulatory requirements such as 
PCI compliance without requiring any hardware, software or training.  
 
Veracode has established a position as the market visionary and leader with awards that include 
recognition as a Gartner “Cool Vendor” 2008, Info Security Product Guide’s “Tomorrow’s Technology 
Today Award 2008,” Information Security “Readers’ Choice Award 2008,” AlwaysOn Northeast's "Top 
100 Private Company 2008", NetworkWorld “Top 10 Security Company to Watch 2007,” and Dark 
Reading’s “Top 10 Hot Security Startups 2007.”  
 
Based in Burlington, Mass., Veracode is backed by .406 Ventures, Atlas Venture and Polaris Venture 
Partners. For more information, visit www.veracode.com or contact us at +1.781.425.6040. 
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