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Mobile Spyware

ÁOften includes modifications to 

legitimate programs designed to 

compromise the device or device 

data

ÁOften inserted by those who have 

legitimate access to source code or 

distribution binaries

ÁMay be intentional or inadvertent

ÁNot specific to any particular 

programming language

ÁNot specific to any particular mobile 

Operating System
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Attacker Motivation

ÁPractical method of compromise for many systems

ïLet the users install your backdoor on systems you have no access to

ïLooks like legitimate software so may bypass mobile AV

ÁRetrieve and manipulate valuable private data 

ïLooks like legitimate application traffic so little risk of detection

ÁFor high value targets such as financial services and government it 

becomes cost effective and more reliable

ïHigh-end attackers will not be content to exploit opportunistic vulnerabilities, 

which might be fixed and therefore unavailable at a critical juncture. They 

may seek to implant vulnerability for later exploitation

ïThink ñAuroraò for Mobile Devices
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Back To The Future
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Back To The Future
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Case Studies of Mobile Spyware
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FlexiSpy

Áhttp://www.flexispy.com

Á$149 - $350 PER YEAR depending on features

ÁFeatures

ïRemote Listening

ïC&C Over SMS

ïSMS and Email Logging

ïCall History Logging

ïLocation Tracking

ïCall Interception

ïGPS Tracking

ïSymbian, Blackberry, Windows Mobile Supported
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FlexiSpy Web Site Quotes

ÁñDownload FlexiSPY spyphone software directly onto a mobile 

phone and receive copies of SMS, Call Logs, Emails, Locations and 

listen to conversations within minutes of purchase. ñ

ÁñCatch cheating wivesor cheating husbands, stop employee 

espionage, protect children, make automatic backups, bug meetings 

rooms etc.ò

ÁñF Secure seem to think that its ok for them to interfere with 

legitimate, legal and accountable software. Who appointed them 

judge, jury and executioner anyway, and why wont they answer our 

emails, so we have to ask who is the real malware? Here is how to 

remove FSecure malware from your device. Please don't believe the 

fsecure fear mongers who simply wish you to buy their products.ò

http://www.flexispy.com/cheating-wife.htm
http://www.flexispy.com/cheating-husband.htm
http://www.flexispy.com/fsecure-is-malware.htm
http://www.flexispy.com/fsecure-is-malware.htm
http://www.flexispy.com/remove-fsecure-malware.htm
http://www.flexispy.com/remove-fsecure-malware.htm
http://www.flexispy.com/fsecure-fearmongering-about-mobile-trojans.htm
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Mobile Spy

Áhttp://www.mobile-spy.com

Á$49.97 PER QUARTER or $99.97 PER YEAR

ÁFeatures

ïSMS Logging

ïCall Logging

ïGPS Logging

ïWeb URL Logging

ïBlackBerry, iPhone (Jailbroken Only), Android, Windows Mobile or Symbian

http://www.mobile-spy.com/
http://www.mobile-spy.com/
http://www.mobile-spy.com/
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Mobile Spy Web Site Quotes

ÁñThis high-tech spy software will allow you to see exactly what they 

do while you are away. Are your kids texting while driving or using 

the phone in all hours of the night? Are your employees sending 

company secrets? Do they erase their phone logs?ò

ÁñOur software is not for use on a phone you do not own or have 

proper permission to monitor from the user or owner. You must 

always follow all applicable laws and regulations in your region.ò

ÁñPurchased by more than 30,000 customers in over 150 countriesò

http://www.mobile-spy.com/sms-spy.html
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Etisalat (SS8)

ÁCell carrier in United Arab Emirates (UAE)

ÁPushed via SMS as ñsoftware patchò for Blackberry smartphones

ÁUpgrade urged to ñenhance performanceò of Blackberry service

ÁBlackberry PIN messaging as C&C

ÁSets FLAG_HIDDEN bit to true

ÁInterception of outbound email / SMS only

ÁDiscovered due to flooded listener server cause retries that drained 

batteries of affected devices

ÁAccidentally released the .jar as well as the .cod (ooopsie?!)
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Bugs & Phonesnoop

ÁBugs

ïExfiltration of inbound and outbound email

ïHidden

ÁPhoneSnoop

ïRemotely turn on a Blackberry phone microphone

ïListen in on target ambient conversation
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Storm8 Phone Number Farming

ïiMobsters and Vampires Live (and others)

ïñStorm8 has written the software for all its games in such a way that it 

automatically accesses, collects, and transmits the wireless telephone 

number of each iPhone user who downloads any Storm8 game," the suit 

alleges. " ... Storm8, though, has no reason whatsoever to access the 

wireless phone numbers of the iPhones on which its games are installed."

ïñStorm8 says that this code was used in development tests, only 

inadvertently remained in production builds, and removed as soon as it was 

alerted to the issue.ò

ïThese were available via the iTunes App Store!

ïhttp://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html

http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
http://www.boingboing.net/2009/11/05/iphone-game-dev-accu.html
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Symbian Sexy Space

ïPoses as legitimate server ACSServer.exe 

ïCalls itself 'Sexy Spaceó

ïSteals phone and network information

ïExfiltrates data via hacker owned web site connection

ïCan SPAM contact list members

ïBasically a ñbotnetò for mobile phones

ïSigning process

ÁAnti-virus scan using F-Secure

- Approx 43% proactive detection rate (PCWorld)

ÁRandom selection of inbound manually assessed

ïSymbian signed this binary as safe!

ïhttp://news.zdnet.co.uk/security/0,1000000189,39684313,00.htm

http://news.zdnet.co.uk/security/0,1000000189,39684313,00.htm
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09Droid ïBanking Applications Attack

ïDroid app that masquerades as any number of different target banking 

applications

ïTarget banks included

ÁRoyal Bank of Canada

ÁChase

ÁBB&T

ÁSunTrust

ÁOver 50 total financial institutions were affected

ïMay steal and exfiltrate banking credentials

ïApproved and downloaded from Googleôs Android Marketplace!

ïhttp://www.theinquirer.net/inquirer/news/1585716/fraud-hits-android-apps-

market 

ïhttp://www.pcadvisor.co.uk/news/index.cfm?RSS&NewsID=3209953 

ïhttp://www.f-secure.com/weblog/archives/00001852.html

http://www.f-secure.com/weblog/archives/00001852.html
http://www.f-secure.com/weblog/archives/00001852.html
http://www.f-secure.com/weblog/archives/00001852.html
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Blackberry Security Mechanisms
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Blackberry Takes Security Seriously

ÁKB05499: Protecting the BlackBerry smartphone and BlackBerry 

Enterprise Server against malware

http://www.blackberry.com/btsc/search.do?cmd=displayKC&docTyp

e=kc&externalId=KB05499

ÁProtecting the BlackBerry device platform against malware

http://docs.blackberry.com/en/admin/deliverables/1835/Protecting

the BlackBerry device platform against malware.pdf

ÁPlacing the BlackBerry Enterprise Solution in a segmented network

http://docs.blackberry.com/en/admin/deliverables/1460/Placing_the_

BlackBerry_Enterprise_Solution_in_a_Segmented_Network.pdf

ÁBlackBerry Enterprise Server Policy Reference Guide

http://docs.blackberry.com/en/admin/deliverables/7228/Policy_Refer

ence_Guide.pdf

http://www.blackberry.com/btsc/search.do?cmd=displayKC&docType=kc&externalId=KB05499
http://www.blackberry.com/btsc/search.do?cmd=displayKC&docType=kc&externalId=KB05499
http://docs.blackberry.com/en/admin/deliverables/1835/Protecting
http://docs.blackberry.com/en/admin/deliverables/1835/Protecting
http://docs.blackberry.com/en/admin/deliverables/1835/Protecting
http://docs.blackberry.com/en/admin/deliverables/1460/Placing_the_BlackBerry_Enterprise_Solution_in_a_Segmented_Network.pdf
http://docs.blackberry.com/en/admin/deliverables/1460/Placing_the_BlackBerry_Enterprise_Solution_in_a_Segmented_Network.pdf
http://docs.blackberry.com/en/admin/deliverables/7228/Policy_Reference_Guide.pdf
http://docs.blackberry.com/en/admin/deliverables/7228/Policy_Reference_Guide.pdf
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Does It Really Matter?!

Only 23% of smartphone owners use the security software 

installed on the devices. 

(Source: Trend Micro Inc. survey of 1,016 U.S. smartphone users, June 2009)

13% of organizations currently protect from mobile viruses

(Mobile Security 2009 Survey by Goode Intelligence)
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Code Signing

ÁSubset of Blackberry API considered ñcontrolledò

ÁUse of controlled package, class, or method requires appropriate 

code signature

ÁBlackberry Signature Tool comes with the Blackberry JDE

ÁAcquire signing keys by filling out a web form and paying $20

ïThis not is a high barrier to entry

ï48 hours later you receive signing keys

ÁInstall keys into signature tool
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Code Signing Process

ÁHash of code sent to RIM for API tracking purposes only

ÁRIM does not get source code

ÁCOD file is signed based on required keys

ÁApplication ready to be deployed

ÁEasy to acquire anonymous keys
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IT Policies

ÁRequires connection to Blackberry Enterprise Server (BES)

ÁSupersedes lower levels of security restrictions

ÁPrevent devices from downloading third-party applications over 

wireless

ÁPrevent installation of specific third-party applications

ÁControl permissions of third party applications

ïAllow Internal Connections

ïAllow Third-Party Apps to Use Serial Port

ïAllow External Connections

ÁMOSTLY ñDefault Allow Allò policy for BES and non-BES 

devices
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Application Policies

ÁCan be controlled at the BES

ÁIf no BES present, controls are set on the handheld itself

ÁCan only be MORE restrictive than the IT policy, never less

ÁControl individual resource access per application

ÁControl individual connection access per application

ÁMOSTLY ñDefault Allow Allò policy for BES and non-BES 

devices
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V4.7.0.148  Default 3rd Party Application Permissions

USB Connections
Bluetooth 

Connections

Phone 

Connections
Location Data

Internet IPC Device Settings

Media
Application 

Management
Themes Input Simulation

Browser Filtering Recording
Security Timer 

Reset

Email Data Organizer Data Files Security Data
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V5.0.0.328 Default 3rd Party Application Permissions

USB Connections
Bluetooth 

Connections

Phone 

Connections
Location Data

Server Network Internet IPC Device Settings

Media
Application 

Management
Themes Input Simulation

Browser Filtering Recording
Security Timer 

Reset

Display Information 

While Locked

Email Data Organizer Data Files Security Data
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V5.0.0.328 Trusted 3rd Party Application Permissions

USB Connections
Bluetooth 

Connections

Phone 

Connections
Location Data

Server Network Internet IPC Device Settings

Media
Application 

Management
Themes Input Simulation

Browser Filtering Recording
Security Timer 

Reset

Display Information 

While Locked

Email Data Organizer Data Files Security Data
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Installation Methods
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Installation Methods

ÁAccessing a web site using the BlackBerry Browser and choosing to 

download the application over the network (OTA Installation)

ÁRunning the application loader tool of the BlackBerry Desktop 

Manager and choosing to download the application onto the 

BlackBerry device using a physical connection to the computer 

ÁBlackberry BES push the application to your user community

ÁGet it into the Blackberry App World and let the user choose to 

install it for you!
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Installation Files

Á.COD files: A COD file is a proprietary file format developed by RIM 

that contains compiled and packaged application code. 

Á.JAD files: An application descriptor that stores information about 

the application itself and the location of .COD files 

Á.JAR files: a JAR file (or Java ARchive) is used for aggregating 

many files into one. It is generally used to distribute Java classes 

and associated metadata. 

Á.ALX files: Similar to the .JAD file, in that it holds information about 

where the installation files for the application are located



© 2010 Veracode, Inc. 31

txsBBSpy Effects and Behaviors


