HEALTHCARE
ORGANIZATIONS
What

Should Know About Software Security

A NEW ERA EMERGES
Healthcare organizations are increasingly reliant on software to deliver
high-touch services and care to partners, patients, and customers.
The novel coronavirus pandemic has only served to accelerate this
trend. These days, vigilance has to be more than a buzzword — it
must be a necessity. As critical processes and sensitive transactions
go online, the danger of a serious cyberattack grows.

WAT C H S Q L I N J E C T I O N
The latest Veracode State of Software Security (SOSS) report1
found that healthcare companies — including manufacturers and
insurance providers — are accruing a higher than average level of security
debt (in other words, aging and accumulating security flaws in software).

The report also found that 52 percent of applications
in the healthcare field contain severe vulnerabilities,
the highest of any industry surveyed. Even worse,
the industry’s median time to remediate security
flaws stands at 131 days, nearly double that of the
second-worst industry (manufacturing).
Drilling down even further, the report showed
that applications among healthcare firms feature
a higher number of SQL injection vulnerabilities
than businesses in other industries experience.
This vulnerability, a Top 10 OWASP application
security risk, exposes organizations to maliciously
crafted SQL statements that could gain access
to a backend database.
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These security problems revolve around a key
issue: Healthcare data is inherently complex.
Databases are typically large and contain
numerous input fields. But it’s critical for
healthcare organizations to reexamine their
defense strategies and determine the best
ways to minimize risk and mitigate problems.

nearly
5X less

For instance, insufficient input validation and
a large number of SQL injection flaws suggest
that healthcare institutions struggle to properly
sanitize input fields in applications. Remedying
this will help eliminate vulnerabilities. By using
a parameterized query, for example, you can
specify placeholders for parameters, so the
database will always treat them as data rather
than as part of a SQL command.

Frequent scanning not only
uncovers flaws, it allows
organizations to fix them
sooner and more effectively.

The bottom line: Make a plan to pay down your
organization’s security debt. We recommend fixing
new findings while burning down the old ones in
sprints. Ideally, both would happen in every sprint,
facilitated by frequent, regular security scanning.
But special periodic “security sprints” could be
run separately from normal findings/fixings to
burn down security debt, provided you can
accept the risk that those unresolved flaws
may be exploited. For more details on
security debt and how to manage it, see
State of Software Security Volume 10.

security debt
than others.3

C O N S I D E R H I PA A
Potential problems can also extend to regulations, such as HIPAA. The U.S. Health
Insurance Portability and Accountability Act (HIPAA) of 1996 requires that
organizations have processes and technological safeguards in place to ensure the
security and privacy of “Protected Health Information,” especially in two key areas:
Ensuring that patients can access their medical records while restricting access by others
Enacting administrative, physical, and technical safeguards to ensure the
confidentiality, integrity, and availability of all electronic protected health
information, include medical records and payment history
These requirements mandate the use of code review tools, risk analysis, risk
management, sound authentication processes, and a protection framework. The
HITRUST CSF, a widely adopted security framework in the healthcare industry,
allows healthcare providers to meet HIPAA security laws. It includes several controls
related to application security, including that “Web-based applications shall be
checked for the most current OWASP top 10 input-validation related vulnerabilities”
and “Applications that store, process or transmit covered information shall undergo
application vulnerability testing at least annually by a qualified party.”

WAT C H M I T M AT TA C K S
In 2019, Quest Diagnostics’ billings collection vendor American Medical Collection
Agency (AMCA) suffered a breach that exposed the private information of about
12 million Quest customers.
AMCA notified Quest in May that an unidentified cyberattacker had gained access to its
website to execute a man-in-the-middle (MITM) attack, logging payment information
and personal data entered by customers. This attack also impacted LabCorp, putting
the personal and financial data of 7.7 million more customers at risk. While Quest
reported that there were no leaks of sensitive internal medical records, the expensive
fallout from the incident caused AMCA to file for bankruptcy, citing “enormous
expenses that were beyond the ability of the Debtor to bear.” 2
Man-in-the-middle is a type of eavesdropping attack that occurs when malicious actors
insert themselves as relays/proxies in a communication session between people or
systems, exploiting the real-time processing of transactions, conversations, or transfer
of other data. To help protect your organization, use Dynamic Analysis testing, which
checks for weaknesses and related vulnerabilities that can expose a user to MITM attacks.

S A A S A P P S E C A N D Y O U R B O T TO M L I N E
In today’s environment, budgets are facing intense scrutiny. SaaS-based application
security can have a dramatic effect on your bottom line vs. an on-premises solution.
With a SaaS-based solution, it’s possible to begin scanning code on day one, without
having to change infrastructure or add hardware.
For organizations that take the SaaS route, there are also no maintenance costs,
no ongoing operational issues, and more accurate and dependable results. It’s also
easier to manage spikes in demand for services without being forced to budget for
redundant systems and maximum availability.

Real-Life Spotlight
A D VA N TA S U R E TA C K L E S A P P L I C AT I O N S E C U R I T Y
Healthcare technology firm Advantasure, a leading
provider of performance data used by health plans
and provider organizations in nearly all U.S. states,
needed to ensure that its confidential database
was secure and that its applications were safe
from cyberattacks. No less important: The firm’s
application security strategy had to span laws and
regulations across numerous states.
Advantasure turned to Veracode’s Static Analysis, Dynamic
Analysis, Software Composition Analysis, and eLearning
to improve protection across a multi-cloud platform.
This approach has automated numerous security tasks,
while improving both the quantity and quality of its flaw
detection. Together with training and the use of security
champions, the company has advanced its application
security program into the 21st century.

C O N TA C T U S
to find out how we can
help you start or optimize
your AppSec program.
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Veracode is the leading AppSec partner for creating secure software, reducing the risk of security breach and increasing security
and development teams’ productivity. As a result, companies using Veracode can move their business, and the world, forward.
With its combination of automation, integrations, process, and speed, Veracode helps companies get accurate and reliable results
to focus their efforts on fixing, not just finding, potential vulnerabilities.
Veracode serves more than 2,500 customers worldwide across a wide range of industries. The Veracode cloud platform has assessed
more than 14 trillion lines of code and helped companies fix more than 46 million security flaws.
Learn more at www.veracode.com, on the Veracode blog and on Twitter.
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