What

FINANCIAL SERVICES

ORGANIZATIONS
Should Know About Software Security

A NEW ERA EMERGES
Financial services firms are increasingly reliant on software to deliver
high-touch services to business partners and customers. The novel
coronavirus pandemic has accelerated this trend. More and more
transactions are taking place online as every segment of the industry
— from retail banks and payment providers to mortgage lenders and
investment firms — seeks ways to continue to serve their customers.
These days, vigilance has to be more than a buzzword — it must be
a necessity. As critical processes and transactions shift to electronic
platforms, the danger of a data breach grows, making online
security more important than ever.

R E G U L AT I O N S M AT T E R
Software security is ultimately about protecting systems and data by ensuring that
vulnerabilities don’t show up in code. However, there’s a secondary risk: regulatory
compliance. A growing array of regulations are reshaping the business landscape.
These include the EU’s General Data Protection Regulations (GDPR), the California
Consumer Privacy Act (CCPA), the Financial Services Information Sharing and Analysis
Center (FS-ISAC) regulations, the New York State Department of Financial Services (DFS)
cybersecurity regulations, and the Monetary Authority of Singapore (MAS) regulations.
For example, the New York DFS regulations oversee financial services companies licensed
by or operating in the state of New York. This includes banks and trust companies,
insurance companies, mortgage lenders, investment companies, brokers and other
financial services providers. It prescribes minimum standards for a cybersecurity
program, including identifying and assessing cybersecurity risks, adopting secure
development practices for in-house developed applications, and adhering to specific
procedures for assessing and testing the security of all externally developed applications.1
All the regulations mentioned above present specific guidelines for how financial
services firms must protect systems and handle data. In some cases, such as MAS,
the cybersecurity focus is within the broad purview of technology innovation and
advancement. The CCPA and GDPR initiatives, on the other hand, address data
ownership and management. The latter also imposes steep penalties for firms that fail
to meet required standards. The most serious infractions can result in a fine of up to
€20 million, or 4% of the firm’s worldwide annual revenue from the preceding financial
year, whichever amount is higher.2

GETTING OUT OF (TECHNICAL) DEBT
Financial services firms understand the concept of debt, but debt isn’t only about
money. Security debt, or aging and accumulating security flaws in software, is a
persistent threat to financial organizations.
Veracode’s State of the Software Security (SOSS) Volume 10 found that the financial
services industry ranked below many other sectors, including infrastructure and
retail firms, in terms of security debt.3 A surprisingly slow median time-to-remediation
(67 days) appears to be a drag on the sector’s ability to pay down security debt.
The bottom line: Make a plan to pay down your organization’s security debt. We
recommend fixing newfound flaws while burning down the old ones in sprints. Ideally,
both would happen in every sprint, facilitated by frequent, regular security scanning.

But special periodic “security sprints”
could be run separately from normal
findings/fixings to burn down security
debt, provided you can accept the risk
that those unresolved flaws may be
exploited. For more details on security
debt and how to manage it, see
State of Software Security Volume 10.

D ATA L E A K A G E
IS LETHAL
Whether they’re familiar with the term
or not, the dangers of “information
leakage” aren’t lost on business
executives in the financial services
sector. Information leakage is a
category of software vulnerabilities in
which information useful to hackers is
unintentionally disclosed to end users,
potentially aiding attackers in their
efforts to breach application security.
Our research for our recent
State of Software Security report
found that financial services firms have
higher levels of information leakage
vulnerabilities in their software; in fact,
66 percent of financial services apps
contained these types of flaws.
Sensitive and private data in the
wrong hands can lead to a spate of
problems, including outright fraud,
identity theft, and private information
about customers — both business and
consumer — becoming public. A 2017
Security Scorecard study found that

Companies that
scan code for
security more
frequently
experience

nearly
5X less
security debt
than others.3

Frequent scanning not only
uncovers flaws, it allows
organizations to fix them
sooner and more effectively.

45 percent of financial firms had at least one malware event
during a six-month span, and that financial firms fall victim
to breaches more than companies in the telecommunications,
transportation, food, manufacturing, and pharmaceutical
sectors combined.5
Part of the problem is that financial data is in the crosshairs of
hackers. However, it’s clear that some financial services firms
do a better job of managing and controlling data at rest and
in motion, protecting applications and code, and locking down
systems so that abuses don’t take place. Although budgets are
tight and the landscape continues to grow in complexity, it’s
possible to address these challenges with a clear strategy and
the right tools, including dynamic analysis testing.

Financial firms’

67 day

median-timeto-repair rate
is the second worst of seven
sectors, with only healthcare
exceeding this metric.6

SaaS AppSec and
Your Bottom Line
In today’s environment, budgets are facing
intense scrutiny. SaaS-based application security
can have a dramatic effect on your bottom
line vs. an on-premises solution. With a SaaSbased solution, it’s possible to begin scanning
code on day one, without having to change
infrastructure or add hardware.
For organizations that take the SaaS route,
there are no maintenance costs, no ongoing
operational issues, and more accurate and
dependable results. It’s also easier to manage
spikes in demand for services without being
forced to budget for redundant systems and
maximum availability.

C O N TA C T U S
to find out how we can help
you start or optimize your
AppSec program.
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Veracode is the leading AppSec partner for creating secure software, reducing the risk of security breach and increasing security
and development teams’ productivity. As a result, companies using Veracode can move their business, and the world, forward.
With its combination of automation, integrations, process, and speed, Veracode helps companies get accurate and reliable results
to focus their efforts on fixing, not just finding, potential vulnerabilities.
Veracode serves more than 2,500 customers worldwide across a wide range of industries. The Veracode cloud platform has assessed
more than 14 trillion lines of code and helped companies fix more than 46 million security flaws.
Learn more at www.veracode.com, on the Veracode blog and on Twitter.
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