
In the State of Software Security 2023,  
we used hard data to establish what factors  
go into flaw introduction, faster remediation,  
and lower security debt. 

State of Software Security 2023

At A Glance
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Flaw Prevalence

Over 74% of applications 
have at least one security 
flaw found in the last scan 
over the last 12 months. 

These include over 69% have 
at least one OWASP Top 10 
flaw, and over 56% have at 
least one CWE Top 25 flaw.
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Flaw Prevalence 
by Language

JavaScript generally has 
fewer flaws with just over 
half of applications with any 
flaws reported, while about 
four out of five Java and 
.NET applications have  
any flaws.
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Flaw  
Introduction  
by Age of  
Applications

While over 30% of 
applications show flaws at 
the first scan, this number 
drops to approximately 22% 
shortly after before rising to 
30% again at four years. 

The number of applications 
with new flaws then increases 
further to approximately  
35% of applications over  
four and a half years old.

The “honeymoon phase” of applica�ons
where fewer flaws are introduced
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*From a base of 27% in any given month.
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Application  
Size by Age  
of Applications

Applications grow in size 
by about 40% year on year 
irrespective of their  
original size.
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of years on the Veracode Platform
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Top Flaws  
by Scan Type

The top flaws vary markedly by 
scan type. While this is not news, 
it does highlight the importance  
of using a variety of scan types  
to ensure finding hard-to-identify 
flaws that may only be detectable 
by one type of scan.
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Next Steps

Continue your journey to improving 
your application security program 
for 2023 and beyond. Reach out to 
our team or schedule a demo with 
one of our experts.

Contact Our Team Schedule a Demo
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https://www.veracode.com/contact-us
https://info.veracode.com/veracode-solution-demo.html
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