
Veracode, CA Technologies’ application security business, is a leader in helping organizations secure the software that powers their 

world. Veracode’s SaaS platform and integrated solutions help security teams and software developers find and fix security-related 

defects at all points in the software development lifecycle, before they can be exploited by hackers. Our complete set of offerings help 

customers reduce the risk of data breaches, increase the speed of secure software delivery, meet compliance requirements, and cost 

effectively secure their software assets — whether that’s software they make, buy or sell. Veracode serves over a thousand customers 

across a wide range of industries, including nearly one-third of the Fortune 100, three of the top four U.S. commercial banks, and more 

than 20 of the Forbes 100 Most Valuable Brands.  

Learn more at www.veracode.com, on the Veracode blog and on Twitter.
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In this step, you will define your program 

and communicate the mission internally. 

Define/Discover 

Executive Mandate

It is the executive team’s responsibility to ensure the 

company is operating efficiently as well as securely.

Inventory List of All Applications

By running a discovery scan of your web perimeter, 

you can quickly gain an inventory of the most critical 

and easily exploitable vulnerabilities. 

Establish Policy

You need a strong AppSec policy to increase the odds 

that an enterprise adheres to regulatory compliance  

requirements, as well as industry standards, and that 

teams are working in a consistent and synchronized way. 

Establish Program Goals

The most common strategy for AppSec goal setting 

is to use the OWASP Top 10 as a guide for vulnerabilities 

that must be remediated. 

Escalation Plan

Veracode uses a variant of the OpenSAMM software 

assurance maturity model to help our customers to 

understand and improve their application security 

processes and posture. 

Veracode’s most successful clients followed these 

best practices to build a world-class AppSec program.

Software Component Management

The best strategy is to gain complete visibility into all of the 

components development teams are using, as well as the 

versions being used. 

Governance Through Metrics

When you establish metrics then measure your program 

against them, you not only prove that your program is 

making a positive impact, but also identify where and 

how it’s working — or not working. 

Comparison to Industry Trends

AppSec is not one-size-fits-all; there are a variety of factors 

that will influence your particular threat landscape — including 

developer experience, programming language used and testing 

methods employed. 

Integration

The most scalable and practical way to ensure all applications 

built by an organization are assessed for security is to create 

an assessment process that is integrated into the software 

development lifecycle. 

Vender AppSec Management

Consider an application security solution that can work directly 

with your software supply chain — on your behalf — to assess 

and remediate suppliers’ code and ensure third-party code 

adheres to your security policies before you implement it.

Developer Sandbox Testing

By allowing developers to scan early in the lifecycle, without 

affecting the policy compliance of the overall application 

in production and lighting up security and management 

dashboards, this capability puts developers in the driver’s 

seat when it comes to creating secure software.
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APPSEC MATURITY
A MATURE APPLICATION SECURITY PROGRAM might seem intimidating to some 

organizations. But it’s important to remember that there are an established 

series of steps most organizations take when developing an application security 

program. The keys are to start small, keep things simple, prove the value and 

then mature the program over time. If you build security assessments into the 

development process, reaching maturity is less daunting. Below are the steps 

most of our customers take on their path to application security maturity.

03. Optimize

BOTTOM LINE

02. Execute
In the execute step, you will begin assessing 

applications and start remediation efforts, 

then move on to advanced testing methods 

and metrics analysis. 

AppSec Education Program

Do your developers know what to do with scanning results? 

Do they know how to avoid introducing the same vulnerabilities 

in the future? Help your developers create more secure code 

faster with training and remediation coaching.

Re-occurring Perimeter Assessments

The ability to collect and report on metrics is important 

in terms of compliance with regulations, understanding 

the performance of your application security program, 

and ensuring that you’re reducing risk in the business. 

Implement Multiple Testing Techniques

There is no application security silver bullet. Only by 

gathering the strengths of multiple testing techniques 

across the entire application lifecycle will you drive down  

application risk in your organization. A mature program 

should include the following: static application security testing, 

dynamic application security testing, software composition 

analysis, runtime protection, and manual pentration testing. 

Begin Collecting And Reporting Metrics

The ability to collect and report on metrics helps you 

meet compliance goals, understand the performance of 

your application security program, and demonstrate 

improvement to executives, development, and security 

teams. Measuring these metrics are a good place to start: 

Scan Volume; Policy Compliance; Flaw Density; Fix Rate. 

  

During the optimize step, you will advance your 

application security program by implementing 

fully automated scanning earlier in the SDLC, 

assessing more vectors and using metrics to 

measure program success. 

IF YOU WANT MORE DETAILS ON THE PROCESS, OR HELP GETTING 
STARTED OR MOVING TO THE NEXT STEP, PLEASE CONTACT US.
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