
I N  T H E  N E W S

Any enterprise that maintains software or delivers services to its 
customers via technology has to think through a policy for receiving 
security disclosures and what the process looks like following the report. 

Less than 20% of security researchers cite money or 
recognition as their motivation for reporting a vulnerability.

Security researcher actions vary  
when a vulnerability is discovered.

37%
 reported vulnerability 

to vendor.

27%
 reported vulnerability 

to a third party.

19%
 coordinated the 

reporting with  
a bug bounty  
program or vendor.

9%
 disclosed the 

vulnerability publicly. 

8%
 did not disclose  

the vulnerability.

of respondents see 
vulnerability disclosure  

as a public good.

Businesses today depend on software, and it's crucial this software is secure. 
Finding and fixing security defects during development is key, but new 
vulnerabilities are found every day. In turn, working with independent 

security researchers as part of your AppSec program can help improve 
overall software security.

Software Vulnerability Disclosure
PER CEP T IONS  AND REAL IT IES

 partnered with 451 Research to find out how opinions differ between security 
researchers, technology providers, and technology users regarding vulnerability disclosure.

January 2019 
A teenager 
and his mother 
reported their 
frustrations trying 
to inform Apple 
of a FaceTime 
vulnerability.

February 2019 A security researcher alleged that after 
trying to disclose a vulnerability to a casino equipment 
vendor, the company’s COO assaulted him.

September 2018 
A Tenable Research 
researcher gave up 
trying to contact 
PremiSys after 90 
days and disclosed 
vulnerabilities with 
its physical access 
card system.

of developers feel that  
security researchers should be 
able to do unsolicited testing.

1 Exploring Coordinated Disclosure (survey of 1,000 respondents in varying roles, from security researcher to developer), Veracode and 451 Research, September 2019.

2 State of Software Security, volume 9, Veracode, October 2018.

3 State of Software Security, volume 9, Veracode, October 2018.

65% expect organizations to correct known vulnerabilities 
within 60 days…

71% 90%

…but more than half of all flaws remain three months  
after discovery.2

O P I N I O N S

78% of people in organizations found their experience  
with independent security researchers to be positive.

47% of organizations have 
implemented bug bounty programs, 
but just 19% of vulnerability reports 
come via these programs.

of organizations received an 
unsolicited disclosure report 
in the past 12 months.

3 out of 4 
organizations 
have established a 
method for receiving 
vulnerability reports.

At least 1/3  
of respondents 
maintain a process  
to receive vulnerability 
reports because they 
fear full disclosure  
of the vulnerability.

37%

E X P E R I E N C E S

To learn more about the perceptions, experiences, 
and best practices for vulnerability disclosures, 
download the complete research report. 

Overall, just 63% of vulnerabilities reported to  
open source projects were ever corrected.3

Veracode gives companies a 
comprehensive and accurate view of 
software security defects so they can 
create secure software, and ensure 
the software they are buying or 
downloading is free of vulnerabilities. 
As a result, companies using Veracode 
are free to boldly innovate, explore, 
discover, and change the world.

With its combination of automation, 
integrations, process, and speed, 
Veracode helps companies make 
security a seamless part of the 
development process. This allows 
them to both find and fix security 
defects so that they can use software 
to achieve their missions. 

Veracode serves more than 2,000 
customers worldwide across a wide 
range of industries. The Veracode 
Platform has assessed more than 
8 trillion lines of code and helped 
companies fix more than 36 million 
security flaws.

Learn more at www.veracode.com,  
on the Veracode blog and on Twitter.
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