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Interdependencies of the Security World

Want to know more? Download Why You Need an Application Security Program.

* * * * *

PHYSICAL
This is the lowest layer where 
the hardware shares the same 

physical, real-world space as the user. 
Attacks at this layer are physical and 

include destruction obstruction, 
manipulation of trusted or intended 

use, and malfunction.

DATA LINK
At this layer the data is just one level about the 

bare metal and silicon of the hardware. This layer 
moves the data from software to hardware. 

Attacks at this level attacks are against network 
switches to gain access to tra�c on other network 

nodes like flooding them with packets.

APPLICATION
This layer includes the design, 

development, upgrade, and maintenance 
of an application. Attacks at this layer 
are against the application itself or at 

the client side of the remote users.

PRESENTATION
This layer is a translation layer 
between networking and the 

application. Here you find 
interpretations of interactions 

such as encoding, compression, 
and encryption which is most 

often abused to glean information 
for further attacks.

NETWORK
This is the packet layer where network 
addressing, routing, and other tra�c 

control takes place. Attacks at this level 
include protocol flooding like using ICMP 

messages to overload a target and sni�ng 
tra�c to capture and read contents 

such as logins and passwords.

SESSION
At this layer the connection and 

transmission of data takes place. At 
this level you find Denial of Service 
attacks against services, hijacking 

legitimate access logins, and the use 
of spoofing, which is connections 
from fake addresses to distract or 

reveal network information.

TRANSPORT
This part of the stack assures 
reliable transmission of data 
between nodes. The attacks 

against this layer include denial 
of service, data corruption, 

and various man-in-the-middle 
attacks to read, change, 
redirect, or corrupt data.

HUMAN
Here we have users such as employees, 

clients, vendors. Direct access isn't necessary 
to attack and abusing a trusted person, 
system, or service is just as dangerous.
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https://info.veracode.com/webinar-SANS-why-you-need-application-security.html

