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THE DFS IS THE REGULATORY BODY that oversees financial services companies 
licensed by or operating in New York State. Organizations covered by the new 
cybersecurity regulations include banks and trust companies, insurance companies, 
mortgage lenders, investment companies, brokers and other financial services providers.

The regulations do include some exemptions for small businesses, but note that their 
definition of “small business” is not typical. Federal guidelines have typically defined  
a small business as one with fewer than 100 employees. But the NY DFS cybersecurity 
regulations define a small business as one that employs “fewer than 10 employees 
including any independent contractors” or has gross annual revenue — in each of the  
last three fiscal years — of less than $5 million or which had less than $10 million in  
year-end total assets. 

TO COMPLY WITH THE REGULATIONS, all organizations, regardless of size, revenue  
and assets, must have a cybersecurity program in place that consists of:

• A written cybersecurity policy

• Limitations on data retention

• Limited access privileges

•  Notice to the New York Department of Financial Services Cybersecurity Regulations 
superintendent when a cybersecurity event occurs

• Annual risk assessment of information systems

A KEY ASPECT OF THE NY DFS REGULATIONS is the focus on the security of  
third-party software. Section 500.08 (a) requires “procedures for assessing and  
testing the security of all externally developed applications utilized by the Covered 
Entity.” In addition, Section 500.11 (a) requires, among other activities surrounding  
third-party software security, “due diligence processes used to evaluate the adequacy  
of cybersecurity practices of such Third Party Service Providers.”

The inclusion of third-party software security highlights the increased focus by regulators 
on assessing both software that is developed internally and software that is purchased. 
Consequently, businesses should consider both verifying the security of software 
products they are selling, and working toward a program that holds third-party software 
to the same security standards as internally developed software.
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http://www.dfs.ny.gov/about/whowesupervise.htm
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf
http://www.dfs.ny.gov/legal/regulations/adoptions/dfsrf500txt.pdf
https://www.veracode.com/verified
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SECTION 500.08 (A) DELINEATES that “Each Covered Entity’s cybersecurity program 
shall, at a minimum, include written procedures, guidelines and standards designed to 
ensure the use of secure development practices for in-house developed applications 
utilized by the Covered Entity, as well as procedures for assessing and testing the security 
of all externally developed applications utilized by the Covered Entity.”

This particular section of the regulations is notable because it includes secure 
development practices, which points to the growing recognition that effective application 
security requires assessments throughout the software development lifecycle — from 
development through to production. It’s a positive sign that organizations and regulators 
are moving away from the notion that software security is only a QA activity. It’s also 
an indication that enterprises should include secure development practices in their 
application security programs.

NEW YORK STATE AND THE FINANCIAL 
SERVICES INDUSTRY both tend to be ahead 
of the curve in terms of regulations. So it’s 
safe to say that others around the globe 
are looking or will be looking to emulate 
these regulations. It’s a fair bet that 
these New York regulations are not 
an anomaly, but a glimpse of what’s 
to come.

Veracode is a leader in helping organizations secure the software that powers their world. 
Veracode’s SaaS platform and integrated solutions help security teams and software developers 
find and fix security-related defects at all points in the software development lifecycle, before they 
can be exploited by hackers. Our complete set of offerings help customers reduce the risk of data 
breaches, increase the speed of secure software delivery, meet compliance requirements, and cost 
effectively secure their softwareassets – whether that’s software they make, buy or sell. Veracode 
serves over a thousand customers across a wide range of industries, including nearly one-third of 
the Fortune 100, three of the top four U.S. commercial banks and more than 20 of the Forbes 100 
Most Valuable Brands.

LEARN MORE AT WWW.VERACODE.COM, ON THE VERACODE BLOG, AND ON TWITTER.
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Find out more about the new  
regulations and their application  

security implications in Navigating  
the New York Department of Financial 
Services’ Cybersecurity Regulations: 

www.veracode.com/NYDFS.com
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