
Blue Prism Transforms  
Security from Reactive to 
Proactive with Veracode
Reaching Verified Continuous tier gives Blue Prism a robust application security 
program and a competitive edge.

CASE STUDY BLUE PRISM

SUMMARY 

Software developers today know that trust in their products’ security 
is as important as trust in their products’ quality. A single breach or 
security incident can have devastating consequences, and clients 
often worry that it’s a matter of “when” and not “if” their software 
will be breached. To allay these concerns, Blue Prism, a UK-based 
software company, set about transforming its application security 
process from reactive to proactive. As Blue Prism Security Architect 
Scott Mitchell explains, “Trust is hard to build and easy to lose.” 
Partnering with Veracode, Blue Prism implemented Veracode’s 
Verified program, working through all the requirements needed to 
take its application security to the program’s highest level, which has 
helped it earn a competitive advantage with prospects and clients.

THE CHALLENGE

Blue Prism develops intelligent automation software that addresses a 
wide range of problems, such as eliminating mundane and repetitive 
tasks, automating core, end-to-end business products, and providing 
an accelerated on-ramp to AI and cognitive technologies. Its Robotic 
Process Automation (RPA) software can give back millions of 
work hours to clients enterprise-wide. Cybersecurity is therefore 
of paramount importance, and Blue Prism is keenly aware that a 
relationship of trust is vital to its business. As Mitchell observes, “With 
the huge increase in cybercrime over the last few years, cybersecurity 
is now a key requirement and can make or break a business deal.”

One of Blue Prism’s key goals was to move away from its reactive 
application security mindset and become more proactive. But it 
faced a major challenge: It had been depending on its existing team 
to handle application security matters and was limited by the team’s 
current knowledge and experience. While the team had been relying 
on things like security bulletins and self-education, as the company 
grew, it was becoming more and more difficult for the company’s 
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developers to identify and fix new flaws, and manage vulnerabilities 
in its existing codebase. Mitchell sums up the dilemma: “Manual code 
checking is a great tool, but the key point here is it’s manual; people 
miss things or can make mistakes because we’re only human!”

What the company needed was an effective solution that would allow 
it to create a more robust and proactive AppSec program, one that 
would help make security a competitive advantage.

THE SOLUTION

Blue Prism decided to upgrade its security by implementing 
Verified, Veracode’s new program that provides a clear blueprint to 
help companies achieve comprehensive application security from 
inception through production. Verified gave Blue Prism a roadmap 
that was non-intrusive and integrated with Blue Prism’s existing in-
house process to elevate it to the top level. “What we needed was a 
way to prove to the outside world that Blue Prism has its finger on the 
pulse of where security is concerned,” Mitchell explains. “And that’s 
why Verified stood out to us.”

Once Blue Prism decided on Verified, the company initiated the 
rollout by getting full buy-in from and partnering between its security 
and development teams. Using tools provided by Veracode, the Blue 
Prism teams made Veracode eLearning part of their regular biweekly 
training routine, gradually completing the curriculum without 
disrupting their busy schedules. “It’s delivered as a one-stop shop,” 
Mitchell says, describing the Verified program. “Everything you need 
to educate your team can all be found and administered within the 
familiar easy-to-use Veracode portal.”

As part of the program, Blue Prism incorporated a full 360-degree 
view of its application security by employing first-party code 
assessment (through static analysis), third-party component 
assessment (through software composition analysis), secondary 
assessment using manual penetration testing, secure coding 
education of a security champion, objective mitigation proposal 
review, remediation guidance, and integration of scanning into 
the software development lifecycle through a services team. In 
April 2018, Blue Prism reached Verified’s first program tier, Verified 
Standard. Then, with guidance provided by its security program 
manager, it achieved the second tier — Verified Team — a few 
months later, reaching the third and final tier — Verified Continuous 
— in November 2018.

HIGHLIGHTS OF  
BLUE PRISM’S APPSEC 
ACHIEVEMENT

• Blue Prism set a goal to 
transform AppSec from 
a manual process to an 
advanced program.

• The company chose the 
Veracode Verified program  
for ease of implementation 
and lack of disruption.

• It got full buy-in from and 
partnership between its 
security and development 
teams.

• It incorporated a 360-degree 
view of AppSec, by using 
static analysis, software 
composition analysis, secure 
coding education, remediation 
guidance, etc.

• It enabled secure coding 
practices across their 
development team through 
Veracode’s eLearning training 
tools and remediation 
guidance.

• In just seven months, it 
became the first company to 
reach the Verified Continuous 
tier — Verified’s highest 
security level.

• It then began leveraging its 
top Verified status to gain 
a competitive advantage, 
reassuring current clients  
and earning new customers.



VERIFIED RESULTS

In just seven months, Blue Prism went from implementing a new 
application security program to becoming the first company to 
achieve the highest tier of the Verified program. Blue Prism’s 
transformation has produced encouraging feedback both internally 
and externally.

Internally, Blue Prism’s development teams agree that the Verified 
courses have given them a new mindset. With the Verified program 
providing incentives for development and security to work 
collaboratively, developers now find themselves actively coding with 
security in mind, rather than it being an after-thought. In addition, the 
promotional aspects of the Verified program have allowed Blue Prism 
to provide visibility to the value of its AppSec budget to the business 
side of the company. 

Externally, Verified has given Blue Prism further credibility with both 
existing and prospective customers. Blue Prism has issued press 
releases to announce its achievements and posted the Verified seal on 
its website. The company now regularly touts the security embedded 
in its products in marketing materials and webinars, discussing the 
differentiators that set it apart from the competition. 

Blue Prism CTO-APJ Dan Ternes sums up the program’s success: 
“Having an objective, verifiable, third-party corroboration of our 
security credentials with the Veracode Verified Continuous status has 
been a differentiating factor for many of our customers, particularly 
those in regulated industries.”
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Learn more about  
the Verified program.
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REACHING  
THE VERIFIED 
CONTINUOUS TIER

Like Blue Prism, you can attain 
the Verified Continuous tier by 
meeting all the requirements  
for both the Standard and  
Team tiers (find the requirement 
list here), plus addressing 
the following additional 
requirements:

• Integrate security tools into 
development workflows.

• Assess your application in 
a secondary manner, either 
dynamic analysis or manual 
penetration testing.

• Document that your 
application has no Very High, 
High, or Medium flaws.

• Document a bi-annual 
mitigation review and a  
30-day remediation deadline.

• Establish a scanning cadence 
of at least every 60 days.

• Provide advanced training  
on secure coding for Security 
Champion within the 
development team.

• Provide the development team 
with training on secure coding.

• Assess open source 
components for security,  
and document that open 
source components contain no 
Very High, High, or  
Medium vulnerabilities. 

• Provide remediation guidance.

• Review all mitigations 
proposed for adherence  
to industry best practices.

CONTACT US

https://www.veracode.com/verified
https://info.veracode.com/contact-us-verified-program.html

