
SBOM: Software Bill of Materials

Our recent State of Software Security report revealed 
that 97 percent of the typical Java application is made 
up of open-source libraries. While open-source 
adoption cuts application development time, it also 
introduces external dependencies on code libraries 
with many unknowns.

To curtail risk, the Biden administration released 
an Executive Order on Cyber Security that requires  
vendors selling software to the U.S. government 
to include a software bill of materials (SBOM) for 
open-source libraries to ensure that known 
vulnerabilities are disclosed and trackable.

The Linux Foundation1 found that 76 percent of 
technology professionals are considering changes 
as a direct consequence of the Executive Order with 
most citing SBOMs as a key activity for securing the 
software supply chain. 

The way we build software is drastically changing. With the increasing need to move faster and 
release more frequently, organizations are relying on open-source libraries and containers. 

1 https://www.linuxfoundation.org/tools/the-state-of-software-bill-of-materials-sbom-and-cybersecurity-readiness/
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What is an SBOM?
An SBOM is the full inventory of an application. Using an SBOM, organizations can understand what 
their applications rely on and identify vulnerabilities or license risks that may impact them. SBOMs 
generally include a complete, formally structured list of components, libraries, and modules that are 
required to build a piece of software and the supply chain relationships between them. Components 
can be open source or proprietary, free or paid, and widely available or restricted access.

https://info.veracode.com/report-state-of-software-security-volume-12.html
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/


SBOMs provide critical visibility into software components and supply chains. The aim is that 
they can be shared without friction between teams and companies as a core part of software 
management for critical industries and digital infrastructure. An SBOM can help:

What is an SBOM used for?

Identify and 
avoid vulnerabilities 

Level-set with a common understanding 
of software components abilities 

Verify license 
compliance 

Improve software security, 
risk management, and mitigation 

Determine supply chain quality 
and qualify vendors 

Manage software
supply chain risk 

In the past, SBOMs were used primarily by compliance 
teams for audits, license monitoring, and to comply 
with industry-specific regulations. Now, with the rise 
of software supply chain attacks, SBOMs should be 
leveraged by both security and development teams.

Security teams need SBOMs for visibility into potential risks and impacts, issues that need to 
be prioritized, and remediation tactics. Development teams need SBOMs to keep a pulse on the 
open-source, commercial, and custom-built software components that they use across the 
applications they develop, manage, and operate. Cross-functionally, teams need SBOMs to manage 
dependencies, identify security issues for remediation early, and ensure that an organization is 
meeting the standards set in its security posture.

Who manages an SBOM?

SBOMs should be leveraged 
by both security and 
development teams.

https://info.veracode.com/video-veracode-how-to-understand-the-software-supply-chain-part-2.html


Veracode is the leading AppSec partner for creating 
secure software, reducing the risk of security breach, 
and increasing security and development teams’ 
productivity. As a result, companies using Veracode 
can move their business, and the world, forward. With 
its combination of process automation, integrations, 
speed, and responsiveness, Veracode helps companies 
get accurate and reliable results to focus their efforts 
on fixing, not just finding, potential vulnerabilities.

Veracode serves thousands of customers worldwide 
across a wide range of industries. The Veracode 
solution has assessed more than 53 trillion lines of 
code and helped companies fix more than 71 million 
security flaws. 
Learn more at www.veracode.com, on the Veracode 
blog and on Twitter.
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Veracode Software Composition Analysis (SCA) helps 
organizations use open-source libraries with confidence 
by continuously monitoring software and its ecosystem 
for open-source vulnerabilities. With Veracode SCA, 
you can generate an SBOM export to help identify 
vulnerabilities or license risks that may affect your 
organization. Veracode’s REST APIs will be extended to 
produce a CycloneDX export, making it easy to integrate 
SBOM Exports into the software development lifecycle.

CycloneDX is a security-focused SBOM specification and 
capable of describing the following types of components: 

Is your organization considering generating an SBOM 
in Veracode Software Composition Analysis (SCA)? 
Please reach out for a personalized demo. 

How can Veracode SCA help?

What is CycloneDX?

How can you get started?

•  Application 
•  Container 
•  Device 
•  File 
•  Firmware 

•  Framework 
•  Library 
•  Operating System 
•  Service 

https://www.veracode.com/blog/managing-appsec/appsec-testing-evolution-software-bill-materials
https://info.veracode.com/veracode-sca-demo.html

