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 CYBERSECURITY 
REGULATIONS
What you need to know in an  
evolving regulatory environment



COMPLIANCE MATTERS

Over the past few years, the volume and velocity of cyberthreats 
have exploded, and almost no organization remains untouched 
by attacks and breaches. Making matters worse, the increasingly 
chaotic nature of cybersecurity has put government agencies, 
businesses and other data-sensitive organizations at risk. 

As a result, state and federal officials are now eyeing regulations 
for handling data, particularly in sensitive industries such as 
financial services, and increasingly including requirements for 
application security. While there are both pros and cons to 
regulations and the need to adhere to mandated standards  
and policies, the bottom line is that the business world must 
adapt. A wave of compliance requirements is on its way.

New York State is among the first to act. Recently, its 
Department of Financial Services (NYDFS) formulated a new 
set of minimum requirements designed to protect customer 
information in the financial services sector, which includes banks 
and trust companies, insurance companies, mortgage lenders, 
investment companies, brokers and other providers.¹ This set of 
regulations, which took effect March 2017 with full compliance 
required by March 2019, requires each company to assess its 
specific risk profile and design a program that addresses its 
risks, including to the application layer, in a “robust” fashion.

https://info.veracode.com/top-breaches-and-vulnerabilities-of-2017-infographic-resource.html
https://info.veracode.com/top-breaches-and-vulnerabilities-of-2017-infographic-resource.html
http://www.veracode.com/blog/security-news/faqs-about-new-york-dfs-cybersecurity-regulation
http://www.veracode.com/blog/security-news/faqs-about-new-york-dfs-cybersecurity-regulation
http://www.veracode.com/blog/security-news/faqs-about-new-york-dfs-cybersecurity-regulation
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What do you need to know to navigate these 
cybersecurity regulations and ensure the necessary 
level of compliance? 

There are no easy answers. However, in terms of 
application security, which plays a significant role in 
these new requirements, a well-designed framework 
with the right solutions in place will simplify and 
streamline the transition and, in the end, help reduce 
your organization's risk.

MINIMUM REQUIREMENTS

To comply with the regulations, all organizations, regardless of size, revenue  

and assets, must have a cybersecurity program in place that consists of:

Additional regulations may apply to your organization, depending on the 

number of employees (including independent contractors) that you have, 

your gross annual revenue and your year-end total assets. Check with the 

NYDFS for further information about the new regulations. 

A written 
cybersecurity policy

Limitations on 
data retention

Limited access 
privileges Notice to the New York 

Department of Financial Services 
Cybersecurity Regulations 
superintendent when a 
cybersecurity event occurs

Annual risk assessment  
of information systems
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Losses from breaches now exceed U.S. $400 million 

annually.² No less of a concern: These attacks and 

the resulting breaches pose a threat to the economy 

as well as national security. Although organizations 

may resist regulation and find compliance expensive 

and cumbersome, there's also value in standards and 

a framework for protecting systems and data; these 

guidelines can give organizations a starting point, a set 

of best practices and an idea of what “good looks like.” 

With its proposed regulations, New York State is 

addressing the challenge of protecting personal 

information, also referred to as “nonpublic information.” 

While the regulations the NYDFS has introduced are 

not revolutionary — and have continued to evolve 

in response to input from the business community 

and others — they present both opportunities and 

challenges for financial services firms. 

Organizations that get things 

right will not only reduce 

potential compliance costs and 

problems, they will improve their 

cybersecurity and reduce risks.

The NYDFS regulations are relatively broad, but they 

do address application security in more specific ways 

than previous regulations. This specificity means that 

a “check box” approach may not pass muster with an 

auditor, and could lead to fines or other penalties. To 

successfully comply, an organization must ultimately 

address key provisions in the regulations, and also 

adopt a best-practice framework that embraces 

compliance standards. In terms of application security, 

this typically revolves around four key best practices:

NEW ERA EMERGES
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4 KEY BEST PRACTICES

1 Track flaws, reviews and compliance through a single platform.  
Best-practice organizations create a single, central repository for information 

about software weaknesses, as well as proposed, accepted and rejected 

mitigations. This approach both streamlines compliance and maximizes the 

effectiveness of security assessments by consolidating the results of multiple 

testing methods (for instance, static analysis, dynamic analysis and manual 

penetration testing) in one place. 

2 Achieve continuous compliance monitoring.  
It's vital to recognize that compliance isn't the end goal. Ultimately, 

regulations are part of an overall security framework to better protect systems 

and data. Thus, an organization’s cybersecurity initiative must rely on continuous 

and ongoing compliance. In terms of application security, ongoing compliance 

results from the following: 

• Security testing that integrates with the software development lifecycle 

• Continuous monitoring of production web applications for vulnerabilities

• Virtual patching for web application firewalls based on the security  

intelligence from application assessments

3 Keep nonpublic data safe, whether in internal applications  
or vendor systems.  

A key aspect of the NYDFS regulations is the provision that an organization  

must protect nonpublic information generated both internally and by a 

contractor or vendor. Consequently, a business must ensure that cryptography 

used by an application remains intact and is implemented correctly, and it must 

work towards a program that holds third-party software to the same security 

standards as internally developed software. 

4 Automate and audit compliance workflows.  
A platform that automates workflows, reduces communication overhead 

and delivers a secure audit trail for compliance processes is key. This, in turn, 

necessitates the need for a robust policy management framework to document 

and communicate a security policy. The ability to integrate with other key 

systems to share critical information, such as application security scores,  

listings of all discovered flaws and flaw status information (new, open, fixed  

or re-opened), also facilitates this process.

https://www.veracode.com/products/dynamic-analysis-dast
http://www.veracode.com/solutions/by-need/streamlining-compliance
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BY THE BOOK

Section (a) of the proposed regulation states 

that the cybersecurity program for each covered 

entity shall include monitoring and testing: 

“(1) annual penetration testing of the Covered 

Entity’s Information Systems determined each 

given year based on relevant identified risks in 

accordance with the Risk Assessment; and (2) 

bi-annual vulnerability assessments, including 

any systematic scans or reviews of Information 

Systems reasonably designed to identify 

publicly known cybersecurity vulnerabilities in 

the Covered Entity’s Information Systems based 

on the Risk Assessment.”

REGULATION 1

KEY SOLUTIONS

 CA Veracode Static Analysis.  
This SaaS-based service allows developers to quickly 
identify and remediate application security flaws without 
having to manage a tool. It analyzes major frameworks 
and languages without requiring source code.

 CA Veracode Dynamic Analysis.  
This unified solution aids in finding, securing and 
monitoring all web applications. It runs authenticated 
scans on critical applications to systematically reduce 
risk while continuously monitoring an organization's 
security posture.

 CA Veracode Manual Penetration Testing.  
This service complements CA Veracode’s automated 
scanning technologies with best-in-class penetration 
testing services.

 CA Veracode Software Composition Analysis.  
Quickly and easily identify vulnerabilities in open source 
libraries you are using.

Section 500.05 Penetration Testing and Vulnerability Assessments

Complying with the New York State cybersecurity regulations will create challenges for many organizations. Limited 

staff, time and budgets ratchet up the task. Many organizations are already stretched thin on the cybersecurity front, 

and the constant barrage of incidents and challenges has created a chaotic environment. 

However, to address the application security requirements, the right strategic and tactical framework can simplify things. 

For instance, the CA Veracode Application Security Platform provides access to the following, from one central location:

In addition, CA Veracode services help enterprises develop effective cybersecurity strategies and deliver risk-

reduction results — without the need to hire additional staff or dramatically expand a cybersecurity budget.

A wide variety of methods  
to assess application security

Compliance and development 
team reporting

Secure development  
training

Here's a look at  4 NYDFS regulations related to application security 
and how CA Veracode can specifically help you address each of them.

https://www.veracode.com/products/binary-static-analysis-sast
https://www.veracode.com/sites/default/files/Resources/Datasheets/binary-static-analysis-datasheet.pdf
https://www.veracode.com/products/dynamic-analysis-dast
http://www.veracode.com/sites/default/files/Resources/Datasheets/veracode-web-application-scanning-datasheet.pdf
https://www.veracode.com/services/penetration-testing
https://www.veracode.com/services/penetration-testing
https://www.veracode.com/products/software-composition-analysis
https://www.veracode.com/sites/default/files/Resources/Datasheets/binary-static-analysis-datasheet.pdf
http://www.veracode.com/sites/default/files/Resources/Datasheets/veracode-application-security-platform-datasheet.pdf


Section (a) delineates that “Each Covered 

Entity’s cybersecurity program shall, at a 

minimum, include written procedures, guidelines 

and standards designed to ensure the use of 

secure development practices for in-house 

developed applications utilized by the Covered 

Entity, as well as procedures for assessing and 

testing the security of all externally developed 

applications utilized by the Covered Entity.”

REGULATION 2

KEY SOLUTIONS

 CA Veracode Static Analysis

 CA Veracode Dynamic Analysis

 CA Veracode Manual Penetration Testing

 CA Veracode Security Program Management.  
This service helps enterprises map out a security 
strategy and deliver best-practice results. It ensures that 
your program stays on track to meet strategic goals.

 CA Veracode Software Composition Analysis

 CA Veracode Greenlight  
Scan your code, right in your favorite IDE, while you  
are coding.

This particular section of the regulations is notable 

because it includes secure development practices, 

which points to the growing recognition that 

effective application security requires assessments 

throughout the software development lifecycle — 

from development through to production. It’s a 

positive sign that organizations are moving away 

from the notion that software security is only a 

QA activity. In addition, the inclusion of third-party 

software security highlights the increased focus 

on assessing both software that is developed 

internally and software that is purchased. 

Section 500.08 Application Security
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NOT SURE WHERE TO BEGIN? Check out the  
CA Veracode Verified Program — you'll get a solid 
roadmap for maturing your program that addresses 
many of the requirements in this regulation.
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http://www.veracode.com/products/binary-static-analysis-sast
https://www.veracode.com/products/dynamic-analysis-dast
http://www.veracode.com/services/program-management
https://www.veracode.com/products/software-composition-analysis
https://www.veracode.com/products/greenlight
https://www.veracode.com/verified


Section (a) designates a “Third Party Information 

Security Policy.” For this policy, the regulation 

states, “Each Covered Entity shall implement 

written policies and procedures designed to 

ensure the security of Information Systems and 

Nonpublic Information that are accessible to, 

or held by, Third Party Service Providers. Such 

policies and procedures shall be based on the 

Risk Assessment of the Covered Entity and  

shall address to the extent applicable:

“(1) the identification and risk assessment  

of Third Party Service Providers;

“(2) minimum cybersecurity practices required 

to be met by such Third Party Service Providers 

in order for them to do business with the 

Covered Entity;

“(3) due diligence processes used to evaluate 

the adequacy of cybersecurity practices of  

such Third Party Service Providers; and

“(4) periodic assessment of such Third Party 

Service Providers based on the risk they  

REGULATION 3

present and the continued adequacy of their 

cybersecurity practices.” 

The regulation further states, in section (b), that 

“Such policies and procedures shall include relevant 

guidelines for due diligence and/or contractual 

protections related to Third Party Service Providers 

including to the extent applicable guidelines 

addressing: … (4) representations and warranties 

addressing the Third Party Service Provider's 

cybersecurity policies and procedures that relate 

to the security of the Covered Entity’s Information 

Systems or Nonpublic Information.”

KEY SOLUTIONS

 CA Veracode Static Analysis.  
This solution provides security testing of outsourced 
and vendor code without compromising vendor 
intellectual property. 

 CA Veracode Security Program Management

 CA Veracode Verified  
Prove the security of your software product,  
and look for verification of security in the software  
you purchase.

Section 500.11 Third Party Information Security Policy

Section (a) states: “As part of its cybersecurity 

program, each Covered Entity shall: 

“(2) provide for regular cybersecurity awareness 

training for all personnel that is updated to 

reflect risks identified by the Covered Entity  

in its Risk Assessment.”

REGULATION 4

KEY SOLUTION

 CA Veracode eLearning.  
This cloud-based service helps software developers, 
testers and security leads develop secure applications 
from inception to deployment, providing the critical 
skills they need to identify and address potential 
vulnerabilities.

Section 500.14 Training and Monitoring
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https://www.veracode.com/products/binary-static-analysis-sast
https://www.veracode.com/sites/default/files/Resources/Datasheets/veracode-vendor-application-security-testing-datatsheet.pdf
http://www.veracode.com/services/program-management
https://www.veracode.com/verified
http://www.veracode.com/services/eLearning
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THINKING BEYOND REGULATIONS
The New York State regulations are only the opening 

chapter in what will certainly be a growing framework 

of rules, regulations and standards surrounding 

cybersecurity in general, and application security  

in particular, and other states are likely to follow  

suit. The federal government in the U.S. may also  

develop its own framework, while other countries  

will inevitably introduce regulatory frameworks. 

While all of this represents new challenges for 

organizations in the financial services field and beyond, 

the common denominator is that a sound strategy  

and the right tools and solutions will streamline  

and simplify tasks. More importantly, they provide  

a foundation for a stronger cybersecurity program  

and a better-protected enterprise.

Veracode, CA Technologies application security business, is a leader in helping organizations secure the software that powers their world. 
CA Veracode’s SaaS platform and integrated solutions help security teams and software developers find and fix security-related defects at all 
points in the software development lifecycle, before they can be exploited by hackers. Our complete set of offerings help customers reduce 
the risk of data breaches, increase the speed of secure software delivery, meet compliance requirements, and cost effectively secure their 
software assets- whether that’s software they make, buy or sell.

CA Veracode serves more than 1,400 customers across a wide range of industries, including nearly one-third of the Fortune 100, three of the 
top four U.S. commercial banks and more than 20 of Forbes’ 100 Most Valuable Brands. Learn more at www.veracode.com, on the Veracode 
blog, on Twitter and in the CA Veracode Community.

Copyright © 2018 CA Veracode, Inc. All rights reserved. All other brand names, product names, or trademarks belong to their respective holders.

1 http://www.dfs.ny.gov/legal/regulations/proposed/rp500t.pdf

2 2015 Data Breach Investigations Report, Verizon, April 2015. 

For more details on the New York State  
cybersecurity regulations and how Veracode  
can help you with compliance, please contact us.

Or, to see our platform in action, 
get a personalized demo of our platform.

https://www.veracode.com/
https://www.veracode.com/blog
https://www.veracode.com/blog
https://www.twitter.com/Veracode
https://community.veracode.com/s/
https://info.veracode.com/web-contact-us.html
https://info.veracode.com/veracode-platform-demo.html

