
Automated App Blacklisting 
for MDM Systems
Safely scale BYOD and manage mobile application risk
Veracode’s cloud-based app reputation service provides mobile device management 
(MDM) platforms with an instant on, continuously updated intelligence source that 
evaluates all mobile applications on enterprise managed devices against policies 
designed to keep corporate information secure. The service taps information about 
hundreds of thousands of mobile applications that have been assessed using Veracode’s 
unique behavioral analysis technology. Using the app reputation service, organizations 
can roll out a BYOD program that includes both preventative and detective controls to 
keep corporate data safe from risky mobile applications. 

Organizations struggle to balance between empowering employees by enabling mobile 
application use in the enterprise, and keeping enterprise data secure. Traditional mobile 
management capabilities such as device wiping, controlling email, and managing settings 
are insufficient to keep up with the risk posed by mobile applications. These risks may 
include mobile spyware that accesses contact information or local files containing 
sensitive corporate data, sends data to overseas locations, records phone calls, or 
accesses device logs. They may also include apps that pose risks due to inherently 
insecure features, use of undersecured cloud services, or mobile malware. 

Existing approaches such as manually curated blacklists or whitelists either fail to keep 
up with the threat, allowing deployment of risky applications, or prevent employees from 
doing their jobs. And the risks to corporate data are substantial. According to McAfee, 
the total number of mobile malware apps grew by 167% in the year ending March 2014.1 
And according to Gartner, “Today, most mobile applications will fail basic security and 
risk assurance tests.”2

1 McAfee, “McAfee Labs Threat Report: June 2014”.

2 Gartner “Technology Overview: Mobile Application Security Testing for BYOD Strategies,” Joseph Feiman, 
December 9, 2014.

 The inventory of apps 
installed across all 
of your company’s 
managed devices, 
including both public 
apps from the Google 
Play and iTunes stores 
and corporate apps, is 
automatically submitted 
to Veracode’s cloud-
based service for 
behavioral analysis

 Veracode identifies 
apps that have high 
malware risk ratings or 
are out of compliance 
with your app privacy 
policies (e.g., geo-
location tracking) or 
security policies (e.g., 
cryptographic issues)

 Veracode’s app 
reputation service 
automatically populates 
the MDM portal, 
enabling you to enforce 
actions when a risky or 
non-compliant app is 
identified

 Centralized  
compliance reporting is 
provided via the MDM 
portal
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Automatically Blacklist Risky Apps Across All Devices
Integration between Veracode and MDM platforms, including MobileIron, IBM MaaS360/
Fiberlink, and AirWatch, enables IT teams to automatically enforce what actions to take 
when Veracode identifies apps that are not compliant with policy or have a high malware 
rating. Using Veracode’s MDM integration, administrators can:

• Define policies that identify risky applications based on code inspection (e.g., use of 
camera APIs), unsafe network and device behavior, improper Android permissions, or 
*the presence of *malware

• Tie these policies to groups of users or devices

• Define enforcement actions for devices that contain risky applications 

How Veracode App Reputation Works
Transparent to the user, apps are automatically submitted to Veracode’s cloud-based app 
reputation service, which performs dozens of automated static and dynamic behavioral 
analyses on each app. These analyses identify what the code is capable of doing (code 
inspection), what the app actually does when run in a sandbox (dynamic behavioral 
analysis) and checks the app for known malware as identified by the top 50 antivirus 
research firms. Veracode’s cloud-based service then utilizes an advanced machine 
learning algorithm to compare the behavior of the app to a vast database of known 
malware. The more the app behaves like malware, the worse the malware rating will be. 

Additionally, security teams can create customized app security policies via the Veracode 
dashboard. Policies can include malware ratings, code inspection capabilities, and 
Android permissions, such as writing to external storage, allowing security teams to 
precisely specify which mobile apps violate enterprise policies for security and privacy.

 Enables secure BYOD by 
allowing security teams 
to benefit from improved 
information about mobile 
application risks.

 Enables enterprise 
mobility teams to 
automate app blacklisting 
in the MDM console

 Unprecedented visibility 
and control of app risks 
through deep integration 
of Veracode’s mobile 
application reputation 
service with MDM 
platforms

 Single portal for complete 
app risk visibility, policies, 
compliance and reporting

 Proactive review of 
application risks and 
malware ratings before a 
public app is deployed

 Analysis of private 
enterprise apps to prevent 
data leaks, built right 
into mobile application 
management workflows

 Security policies and an 
automated compliance 
engine take immediate 
action once risky apps  
are identified

KEY BENEFITS

To learn more, please visit: 

http://www.veracode.com/products/mobile-application-security

Veracode’s cloud-based service and systematic approach deliver a simpler and 
more scalable solution for reducing global application-layer risk across web, mobile 
and third-party applications. Recognized as a Gartner Magic Quadrant Leader since 
2010, Veracode secures hundreds of the world’s largest global enterprises, including 
3 of the top 4 banks in the Fortune 100 and 20+ of the world’s top 100 brands.


