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OLD-SCHOOL  
APPSEC
What comes to mind when you hear  
application security? For many, it’s  
dynamic or static testing during QA  
— and that’s it. 

Although scanning your internal applications with these assessment 

methods is a critical part of an AppSec program, the ways software 

is developed and consumed are changing rapidly… and the ways to 

secure it need to change as well. 

The number of recent breaches perpetrated through the application 

layer makes this point clear. In fact, application-layer attacks are  
now the most frequent pattern in confirmed breaches. 

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/?utm_source=pr&utm_medium=pr&utm_campaign=dbir2016
http://www.verizonenterprise.com/verizon-insights-lab/dbir/2016/?utm_source=pr&utm_medium=pr&utm_campaign=dbir2016
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Today, truly effective application  
security has to:

Work with the way developers work.

Cover not only the apps an  

organization develops internally, 

but also those it purchases or  

assembles from components.

Move beyond the software  

development lifecycle to the full  

software lifecycle, covering apps  

from inception through production.
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Where does application  

security go beyond the  

traditional SAST and DAST  

in the QA phase? Here are  

a few aspects of application 

security that will play  

increasingly important  

roles in keeping your  

application layer secure  

in the near future.

THE FUTURE OF APPSEC
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THE FUTURE OF APPSEC  
IN DEVELOPMENT 

Vulnerabilities found early in the  
development phase are easier and  
less expensive to fix than those  
found later. 

In fact, the National Institute of Standards and 

Technology (NIST) has found that it is 30 times 

more expensive to fix a vulnerability during 

post-production than during earlier stages.

But traditional AppSec solutions slowed  

developers down, and are now especially  

disruptive as the pace of innovation  

accelerates and DevOps environments  

and Agile become the norm.

New application security solutions aim  

to work both with developers, and how  

developers work. 

http://www.nist.gov/director/planning/upload/report02-3.pdf
http://www.nist.gov/director/planning/upload/report02-3.pdf
http://www.nist.gov/director/planning/upload/report02-3.pdf
http://www.nist.gov/director/planning/upload/report02-3.pdf
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The latest approach to securing code  
in development includes:

INTEGRATING & AUTOMATING

Secure coding today requires  

an automated solution that  

integrates with developers’  

existing processes and tools. 

By calling AppSec APIs from  

the development tools already 

being used by programming 

teams (JIRA, Jenkins, Team 

Foundation Server), security  

can become so integrated into 

the development processes  

that it is seamless, non-intrusive 

and almost unnoticeable. 

SCANNING SMALL

Emerging solutions allow  

developers to assess smaller  

sections of code in progress, 

rather than waiting to assess  

only completed applications. 

For instance, some solutions  

now include developer  

“sandbox” functionality, which 

enables dev teams to test and  

fix code between releases  

without triggering a failed  

policy compliance report to  

the security team.

LEARNING ON THE FLY

Most developers are not trained 

in the practices of secure coding. 

Why would they be? 

The main goal of any developer  

is to produce high quality code 

that meets the functional  

demands of the market. 

Application security solutions  

that integrate actionable  

eLearning with testing results 

allow developers to quickly get 

guidance on fixing the security 

issues in their application.

DEV
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THE FUTURE OF APPSEC  
IN QA 

Testing isn’t just for internal  
apps anymore. As development 
speed has increased, so has  
the reliance on third-party  
apps and code. 

And this externally sourced code is  

increasingly becoming the target of choice 

for cyberattackers because it’s typically  

insufficiently secure, and it gives them  

more bang for their buck — they can target 

hundreds to thousands of companies with  

a single exploit.
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ASSESSING THIRD-PARTY APPLICATIONS

Some application security solutions today:

•  Work directly with your software supply 

chain — on your behalf — to assess and  

remediate suppliers’ code.

•  Ensure third-party code adheres to your  

security policies before you implement it. 

KEEPING AN INVENTORY OF OPEN SOURCE 

COMPONENTS

Often, when major vulnerabilities in open 

source components are disclosed, companies 

struggle to respond because they don’t  

know which of their applications contain 

components, or even which components  

they are using. 

Application security solutions are increasingly  

enabling complete visibility into all of the  

components development teams are using,  

as well as the versions being used. 

The latest approach to securing code  
in QA includes: QA



8APPLICATION SECURITY / BEYOND SAST & DAST

THE FUTURE OF APPSEC  
IN PRODUCTION 

Time to market often trumps  
security, and apps are deployed 
with vulnerabilities. 

MAYBE:

•  New vulnerabilities are introduced as  

applications are updated.

•  Enterprises are using third-party apps  

that cannot be mitigated.

•  An organization simply had to get an  

application into production before it  

was thoroughly tested.
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RUNTIME PROTECTION

Runtime protection technology identifies 

and blocks application security threats 

in real time.

This technology enables applications to 

“self-protect” by reconfiguring automatically, 

without human intervention, in response to 

certain conditions.

WEB APPLICATION SCANNING

Most organizations don’t even know how many 

public-facing web applications they have. 

With technology that allows it to run a discovery 

scan of its web perimeter, an organization can 

quickly gain an inventory of its web app  

perimeter and the most critical and easily  

exploitable vulnerabilities.

The latest approach to securing code  
in production includes: PRO
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https://www.veracode.com/sites/default/files/Resources/Whitepapers/what-is-rasp.pdf
https://www.veracode.com/sites/default/files/Resources/Whitepapers/what-is-rasp.pdf
https://www.veracode.com/sites/default/files/Resources/Whitepapers/what-is-rasp.pdf


APPLICATION SECURITY  
FOR A DIGITAL WORLD

If you think application security only belongs  
in QA, or only involves SAST or DAST — you’re  
living in the past. 

Today, developers are producing apps faster than ever —  

and augmenting their own development efforts by integrating 

open source components and code. The traditional approach  

to application security won’t cut it in this new environment; 

look to new technologies, techniques and approaches to  

keep your apps and data secure.
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Want help explaining  

these application security 

trends to others in your  

organization? 

Check out our new guide, 

Top 6 Tips for Explaining 

Why Your Application Security 

Journey Is Just Beginning.
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https://info.veracode.com/top-6-tips-explaining-why-your-application-security-journey.html
https://info.veracode.com/top-6-tips-explaining-why-your-application-security-journey.html
https://info.veracode.com/top-6-tips-explaining-why-your-application-security-journey.html
https://info.veracode.com/top-6-tips-explaining-why-your-application-security-journey.html


Veracode’s cloud-based service and systematic approach deliver a simpler 

and more scalable solution for reducing global application-layer risk across 

web, mobile and third-party applications. Recognized as a Gartner Magic 

Quadrant Leader since 2010, Veracode secures hundreds of the world’s 

largest global enterprises, including 3 of the top 4 banks in the Fortune 100 

and 20+ of Forbes’ 100 Most Valuable Brands.

LEARN MORE AT WWW.VERACODE.COM, ON THE VERACODE BLOG, 

AND ON TWITTER. 

http://www.veracode.com
http://www.veracode.com/blog
https://twitter.com/Veracode

