
VerAfied by Veracode
The VerAfied security rating enables you to  
provide your customers and prospects with  
evidence about the security of your applications.

What does the VerAfied security rating mean? 
The VerAfied rating signifies that an application has received a rigorous  
independent assessment from Veracode and has met stringent requirements for 
secure enterprise software based on industry standards such as the OWASP Top 10. 

What types of security risk does Veracode rate? 
Veracode tests for the key application security risks that matter most to  
enterprises, including most identified in the OWASP Top 10 and CWE/SANS  
Top 25. Because of Veracode’s patented binary static analysis capabilities, we are 
able to provide a more complete assessment compared to conventional tools.

What components of an application does  
Veracode analyze? 
Veracode’s patented binary static analysis capabilities cover significantly more 
components of an application, including third-party linked libraries, since source 
code is not required. The VerAfied security rating is based on industry standards 
including the OWASP Top 10, MITRE’s Common Weakness Enumeration  
(CWE) for classification of software weaknesses and FIRST’s Common Vulnerability  
Scoring System (CVSS) for severity and ease of exploitability. The Financial  
Services Information Security Analysis Center (FS-ISAC) recommends binary  
static analysis as one of the controls for securing applications purchased by the 
financial services industry and specifically identifies Veracode as a provider.

How do software providers use the VerAfied  
security rating? 
The VerAfied security rating enables software providers to market 
the security of their software as a competitive differentiator.  
Software providers of all sizes use the VerAfied security rating to 
demonstrate that their software has undergone rigorous independent 
assessment against industry standards. Inclusion of an application in 
the VerAfied directory and the corresponding press release also help 
publicize the application to a wider community who are concerned 
with both the functionality and security of an application. 

Who is eligible for VerAfied?
Any Veracode customer with a Bronze support package or higher 
is eligible for VerAfied, provided that their application meets the 
requirements for the VerAfied security rating.

VerAfied companies: 

 Use the VerAfied  
security rating on their 
website, in sales collateral

 Are listed on VerAfied 
Directory hosted on  
the Veracode website 

 Are listed in the  
members-only Veracode 
Vendor Directory in the  
Veracode platform, 
allowing VerAfied 
customers to securely 
share proof of findings 
with their customers  
and prospects 

 Develop joint press 
releases with Veracode 
to announce the  
security achievement 
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What are the requirements for the VerAfied security rating?
The application being tested must meet the following requirements: 

• Static scan (and dynamic scan, if web application) with representative coverage  
 of the deployed application.

• Application is free of any flaws of medium severity or above.

• Application has a Veracode score of 80 or higher.

• Application is free of known vulnerabilities in 3rd party software components.

• All mitigation comments must be reviewed by Veracode.

• Application results are less than one month old.

How VerAfied works 
Veracode customers who undergo rigorous independent testing using Veracode’s  
automated analysis utilize the most widely accepted and comprehensive methods  
available to secure their software. 

Learn more about VerAfied: visit www.veracode.com/directory. 

Benefits of Achieving the VerAfied security rating 
With VerAfied, Veracode customers are able to market security as a competitive  
differentiator, meet customer and compliance requirements for secure software,  
and address common application security issues in a proactive manner. 

Veracode’s cloud-based service and systematic approach deliver a simpler and more scalable 
solution for reducing global application-layer risk across web, mobile and third-party 
applications. Recognized as a Gartner Magic Quadrant Leader since 2010, Veracode secures 
hundreds of the world’s largest global enterprises, including 3 of the top 4 banks in the Fortune 
100 and 20+ of Forbes’ 100 Most Valuable Brands.
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UPLOAD

Customer
The Veracode 

customer uploads 
binary executables 

and required 
libraries for binary 
static analysis. For

 a web-based 
application, the 

customer provides 
a URL so dynamic
 analysis can be 

performed.
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TEST CONFIRM RATING

REMEDIATE

Veracode conducts the 
analysis. The static 

analysis is designed for 
speed, with 80% of all 

static scans completing 
within 4 hours and 90% 
completing within a day. 

After the scan, the Veracode customer receives the 
detailed results along with guidance, advice and security 
expert consultation. The customer fixes or documents 
mitigating factors for all relevant findings.
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Veracode reviews the 
results and any 

documented mitigating 
factors to confirm the 

flaws have been 
addressed in a 

reasonable manner.  

Veracode provides the 
VerAfied security rating 

for the customer’s 
website, lists their 
applications in the 

VerAfied directory, and 
provides co-marketing.


