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While every precaution has been taken in the preparation of this document, Veracode, Inc. assumes no responsibility for errors, omissions, or for
damages resulting from the use of the information herein. The Veracode platform uses static and/or dynamic analysis techniques to discover
potentially exploitable flaws. Due to the nature of software security testing, the lack of discoverable flaws does not mean the software is 100%
secure.
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Veracode Detailed Report Veracode Level: VL1

Application Security Report Rated: Jul 28, 2011
for Example Company

Application WebGoat

Assessed:
Business Criticality: Very High Application Version: 5.0 - Java
Target Level: VL4 Published Rating: DD

Executive Summary

This report contains a summary of the security flaws identified in the application using automated static, automated dynamic and/or
manual security analysis techniques. This is useful for understanding the overall security quality of an individual application or for
comparisons between applications.

Application Business Criticality: BC5 (Very High) Summary of Flaws Found by Severity
Impacts:Operational Risk (High), Financial Loss (High)

An application's business criticality is determined by business
risk factors such as: reputation damage, financial loss, 120
operational risk, sensitive information disclosure, personal safety, 100
and legal violations. The Veracode Level and required
assessment techniques are selected based on the policy
assigned to the application.
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Action Items:

Veracode recommends the following approaches ranging from the most basic to the strong security measures that a vendor can
undertake to increase the overall security level of the application.

Required Analysis
—»  Your policy requires periodic Static Analysis. Your next analysis must be completed by 10/28/11. Please submit your

application for Static Analysis by the deadline and remediate the required detected flaws to conform to your assigned
policy.

Flaws To Fix By Expires Date

A grace period is specified for any flaw that violates the rules contained in your policy. These include CWE, Rollup Category, Issue
Severity, Industry Standards as well as any flaws the prevent an application from achieving a minimum Veracode Level and/or score.
To maintain policy compliance you must fix these flaws and resubmit your application for scanning before the grace period expires.
The detailed flaw listing will badge the flaws that must be fixed and show the fix by date as well.

—»  The grace period has expired [7/28/11] for 143 flaws that were found in your Static Analysis.
—»  The grace period has expired [7/28/11] for 12 flaws that were found in your Dynamic Analysis.

Flaws To Fix For Minimum Score
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—» Your current policy requires a minimum score. In order to achieve the score, you must fix all of the flaws that violate your

current policy plus additional flaws. You must fix 2 Very High flaws, 21 High flaws and 50 Medium flaws to increase the
application Static Analysis Security Quality Score to 80.

—»  Your Static Analysis was due on 7/28/11 for follow-up analysis to satisfy the grace period on your minimum score rule and
your application is no longer compliant with your policy. Submit application for follow-up Static Analysis once flaws have
been remediated in order to regain compliance with your policy.

Longer Timeframe (6 - 12 months)

—»  Certify that software engineers have been trained on application security principles and practices.
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Application Ratings Trend

—> In Jul 2011, Veracode analyzed, scored
and rated WebGoat 5.0 - Java product. The
security quality scores for the two scan
types were as follows: Static Scan 60; and
Dynamic Scan 90.

—»  The Action Items outline what Example
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Scope of Analysis (Static)
The following modules were included in the application scan:

—» Itis important to note that this application

Module Name Compiler Operating ) - :
may include additional modules which were
. not included in this analysis. We
}éVe\l?Vg?at-S.O-wnh- JAVAC_5 Java J2SE 6 recommend that you contact the vendor to
ISP determine whether all modules have been
included.
Scope of Analysis (Dynamic)
These are the parameters that were used to perform the application scan:
Target URL http://iwww.example.com/webgoat —» Itis important to note that this application
Restrict to Directory true may include adgitional directqries or URLs
_ — which were not included in this analysis.
Number of Links Visited 644 We recommend that you contact the
Logged In Successfully  N/A vendor to determine whether all relevant
_ URLSs have been included.
Login User ID
Scan Began Feb 8, 2010 9:38:01 AM

Flaw Types by Severity and Category
Static Analysis Dynamic Analysis

Very High 2 1
OS Command Injection 2 1
High 21 1
SQL Injection 21 1
120 10
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Static Analysis Dynamic Analysis

Medium
CRLF Injection

Code Quality

Credentials Management

Cross-Site Scripting 102 10

Cryptographic Issues 1

Directory Traversal 3

Encapsulation 1

Race Conditions 1
Low 17 0

API Abuse 5

Code Quality 4

Cryptographic Issues 5

Information Leakage 3
Very Low 0 0
Informational 0 0
Total 160 12
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Policy Control

Policy Name: Veracode Recommended High
Revision: 1

Policy Status: Did Not Pass

Description

Veracode provides default policies to make it easier for organizations to begin measuring their applications against policies. Veracode Recommended Policies are available
for customers as an option when they are ready to move beyond the initial bar set by the Veracode Transitional Policies. The policies are based on the Veracode Level
definitions.

Rules

Minimum Veracode Level VL4 VL1 Did not pass
(VL4) Min Analysis Score 80 60 Did not pass
(VL4) Max Severity Medium Flaws found: 155 Did not pass

Scan Requirements

Static Quarterly 7/28/11 Passed

Remediation

Very High 0 days 3 Did not pass
High 0 days 22 Did not pass
Medium 0 days 130 Did not pass
Low 0 days 0 Passed
Very Low 0 days 0 Passed
Informational 0 days 0 Passed

Min Analysis Score 0 days 1 Did not pass

© 2011 Veracode, Inc. Example Company and Veracode Confidential

4 Van de Graaff Drive, Burlington, MA 01803 5 Tel.+1.781.425.6040 Fax.+1.781.425.6039 URL:http://www.veracode.com



VE RA‘ O])E Veracode Detailed Report prepared for Example Company — Jul 28, 2011

Detailed Flaws by Severity

Very High (3 flaws) O Fix Required by Policy
—*  OS Command Injection(3 flaws) O Fix Required by Policy
Description

OS command injection vulnerabilities occur when data enters an application from an untrusted source and is used to
dynamically construct and execute a system command. This allows an attacker to either alter the command executed by the
application or append additional commands. The command is typically executed with the privileges of the executing process
and gives an attacker a privilege or capability that he would not otherwise have.

Recommendations
Careful handling of all untrusted data is critical in preventing OS command injection attacks. Using one or more of the
following techniques provides defense-in-depth and minimizes the likelihood of an vulnerability.

* If possible, use library calls rather than external processes to recreate the desired functionality.

* Validate user-supplied input using positive filters (white lists) to ensure that it conforms to the expected format, using
centralized data validation routines when possible.

* Select safe API routines. Some APIs that execute system commands take an array of strings as input rather than a
single string, which protects against some forms of command injection by ensuring that a user-supplied argument
cannot be interpreted as part of the command.

Associated Software Flaw Types:

—* Improper Neutralization of Special Elements used in an OS Command (‘'OS Command Injection’)
(CWE ID 78)(3 flaws)

Description

This call contains a command injection flaw. The argument to the function is constructed using user-supplied input. If
an attacker is allowed to specify all or part of the command, it may be possible to execute commands on the server
with the privileges of the executing process. The level of exposure depends on the effectiveness of input validation
routines, if any.

Effort/Complexity of Fix: 3

Recommendations

Validate all user-supplied input to ensure that it conforms to the expected format, using centralized data validation
routines when possible. When using black lists, be sure that the sanitizing routine performs a sufficient number of
iterations to remove all instances of disallowed characters. Most APIs the execute system commands also have a
"safe" version of the method that takes an array of strings as input rather than a single string, which protects against
some forms of command injection.

Instances
Module # Class # Module Location Fix Bx Flaw Id
14 - WebGoat-5.0-with- org/...lwebgoat/util/Exec.java 103 7128/11 149
jsp.war
14 - WebGoat-5.0-with- org/.../webgoat/util/Exec.java 292 7/28/11 143
jsp.war
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Attack Vectors
URL Parameter Eleoitabilitx Flaw Id
http://10.0.4.89:8080/WebGoat/attack File - 167
High (22 flaws) O Fix Required by Policy
—>  SQL Injection(22 flaws) O Fix Required by Policy
Description

SQL injection vulnerabilities occur when data enters an application from an untrusted source and is used to dynamically
construct a SQL query. This allows an attacker to manipulate database queries in order to access, modify, or delete arbitrary
data. Depending on the platform, database type, and configuration, it may also be possible to execute administrative
operations on the database, access the filesystem, or execute arbitrary system commands. SQL injection attacks can also be
used to subvert authentication and authorization schemes, which would enable an attacker to gain privileged access to
restricted portions of the application.

Recommendations

Several techniques can be used to prevent SQL injection attacks. These techniques complement each other and address
security at different points in the application. Using multiple techniques provides defense-in-depth and minimizes the likelihood
of a SQL injection vulnerability.

* Use parameterized prepared statements rather than dynamically constructing SQL queries. This will prevent the
database from interpreting the contents of bind variables as part of the query and is the most effective defense against
SQL injection.

* Validate user-supplied input using positive filters (white lists) to ensure that it conforms to the expected format, using
centralized data validation routines when possible.

* Normalize all user-supplied data before applying filters or regular expressions, or submitting the data to a database. This
means that all URL-encoded (%xx), HTML-encoded (&#xx;), or other encoding schemes should be reduced to the
internal character representation expected by the application. This prevents attackers from using alternate encoding
schemes to bypass filters.

* When using database abstraction libraries such as Hibernate, do not assume that all methods exposed by the API will
automatically prevent SQL injection attacks. Most libraries contain methods that pass arbitrary queries to the database
in an unsafe manner.

Associated Software Flaw Types:

—*  Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’) (CWE
ID 89)(22 flaws)

Description

This database query contains a SQL injection flaw. The function call constructs a dynamic SQL query using a variable
derived from user-supplied input. An attacker could exploit this flaw to execute arbitrary SQL queries against the
database.

Effort/Complexity of Fix: 3

Recommendations
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Avoid dynamically constructing SQL queries. Instead, use parameterized prepared statements to prevent the
database from interpreting the contents of bind variables as part of the query. Always validate user-supplied input to
ensure that it conforms to the expected format, using centralized data validation routines when possible.

Instances

1 - WebGoat-5.0-with- org/.../lessons/BackDoors.java 106 7128/11 139
jsp.war

1 - WebGoat-5.0-with- org/.../lessons/BackDoors.java 113 7128/11 42
jsp.war

2 - WebGoat-5.0-with- org/.../BlindSqlInjection.java 122 7128/11 108
jsp.war

3 - WebGoat-5.0-with- org/.../Challenge2Screen.java 220 7/28/11 11
jsp.war

9 - WebGoat-5.0-with- org/.../lessons/DOS_Login.java 114 7128/11 105
jsp.war

9 - WebGoat-5.0-with- org/.../lessons/DOS_Login.java 134 7/28/11 73
jsp.war

22 - WebGoat-5.0-with- org/.../Login.java 148 7/28/11 128
jsp.war

23 - WebGoat-5.0-with- org/.../SQLInjection/Login.java 149 7/28/11 109
jsp.war

23 - WebGoat-5.0-with- org/.../SQLInjection/Login.java 191 7/28/11 54
jsp.war

34 - WebGoat-5.0-with- ...ISqINumericlnjection.java 130 7/28/11 117
jsp.war

35 - WebGoat-5.0-with- .../SqlStringlnjection.java 112 7128/11 48
jsp.war

36 - WebGoat-5.0-with- ...IThreadSafetyProblem.java 103 7128/11 94
jsp.war

38 - WebGoat-5.0-with- org/.../UpdateProfile.java 176 7128/11 23
jsp.war

37 - WebGoat-5.0-with- org/.../UpdateProfile.java 248 7128/11 154
jsp.war

38 - WebGoat-5.0-with- org/.../UpdateProfile.java 295 7/28/11 112
jsp.war

37 - WebGoat-5.0-with- org/.../UpdateProfile java 340 7128/11 106
jsp.war

39 - WebGoat-5.0-with- org/.../UpdateProfile_i.java 64 7128/11 65
jsp.war

40 - WebGoat-5.0-with- org/.../admin/ViewDatabase.java 89 7128/11 142
jsp.war

41 - WebGoat-5.0-with- org/.../ViewProfile.java 118 7128/11 79
jsp.war

41 - WebGoat-5.0-with- org/.../ViewProfile.java 178 7/28/11 46
jsp.war

49 - WebGoat-5.0-with- org/.../\WsSqlInjection.java 240 7/28/11 153
jsp.war

Attack Vectors
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http://10.0.4.89:8080/WebGoat/attack id - 166
Medium (130 flaws) O Fix Required by Policy
~—*  CRLF Injection(6 flaws) O Fix Required by Policy
Description

The acronym CRLF stands for "Carriage Return, Line Feed" and refers to the sequence of characters used to denote the end
of a line of text. CRLF injection vulnerabilities occur when data enters an application from an untrusted source and is not
properly validated before being used. For example, if an attacker is able to inject a CRLF into a log file, he could append
falsified log entries, thereby misleading administrators or cover traces of the attack. If an attacker is able to inject CRLFs into
an HTTP response header, he can use this ability to carry out other attacks such as cache poisoning. CRLF vulnerabilities
primarily affect data integrity.

Recommendations

Apply robust input filtering for all user-supplied data, using centralized data validation routines when possible. Use output
filters to sanitize all output derived from user-supplied input, replacing non-alphanumeric characters with their HTML entity
equivalents.

Associated Software Flaw Types:

—>  Improper Neutralization of CRLF Sequences in HTTP Headers ("HTTP Response Splitting")
(CWE ID 113)(5 flaws)

Description

A function call contains an HTTP response splitting flaw. Writing unsanitized user-supplied input into an HTTP header
allows an attacker to manipulate the HTTP response rendered by the browser, leading to cache poisoning and cross-
site scripting attacks.

Effort/Complexity of Fix: 2

Recommendations

Remove unexpected carriage returns and line feeds from user-supplied data used to construct an HTTP response.
Always validate user-supplied input to ensure that it conforms to the expected format, using centralized data validation
routines when possible.

Instances
5 - WebGoat-5.0-with- com/.../config_jsp.java 43 7128/11 74
jsp.war
16 - WebGoat-5.0-with- org/.../lessons/HttpOnly.java 198 7128/11 157
jsp.war
16 - WebGoat-5.0-with- org/.../lessons/HttpOnly.java 212 7128/11 87
jsp.war
29 - WebGoat-5.0-with- com/.../General/redirect_jsp.java 43 7/28/11 21
jsp.war
48 - WebGoat-5.0-with- org/.../session/WebhSession.java 335 7128/11 131
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_ .

jsp.war

—*  Improper Output Neutralization for Logs (CWE ID 117)(1 flaw)

Description

A function call could result in a log forging attack. Writing unsanitized user-supplied data into a log file allows an
attacker to forge log entries or inject malicious content into log files. Corrupted log files can be used to cover an
attacker's tracks or as a delivery mechanism for an attack on a log viewing or processing utility. For example, if a web
administrator uses a browser-based utility to review logs, a cross-site scripting attack might be possible.

Effort/Complexity of Fix: 2

Recommendations

Avoid directly embedding user input in log files when possible. Sanitize user-supplied data used to construct log
entries by removing unexpected carriage returns and line feeds and using HTML entities to encode non-alphanumeric
data. Always validate user-supplied input to ensure that it conforms to the expected format, using centralized data
validation routines when possible.

Instances
15 - WebGoat-5.0-with- org/....webgoat/HammerHead.java 306 7/28/11 27
jsp.war
—>  Code Quality(4 flaws) O Fix Required by Policy
Description

Code quality issues stem from failure to follow good coding practices and can lead to unpredictable behavior. These may
include but are not limited to:

* Neglecting to remove debug code or dead code

* Improper resource management, such as using a pointer after it has been freed
* Using the incorrect operator to compare objects

* Failing to follow an API or framework specification

* Using a language feature or API in an unintended manner
While code quality flaws are generally less severe than other categories and usually are not directly exploitable, they may
serve as indicators that developers are not following practices that increase the reliability and security of an application. For
an attacker, code quality issues may provide an opportunity to stress the application in unexpected ways.

Recommendations
The wide variance of code quality issues makes it impractical to generalize how these issues should be addressed. Refer to
individual categories for specific recommendations.
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Associated Software Flaw Types:

—*  Leftover Debug Code (CWE ID 489)(4 flaws)

Description

A method may be leftover debug code that creates an unintended entry point in a web application. Although this is an
acceptable practice during product development, classes that are part of a production J2EE application should not
define a main() method. Whether this method can be remotely invoked depends on the configuration of the J2EE
container and the application itself.

Effort/Complexity of Fix: 2

Recommendations
Remove debug code prior to deploying the application. Eliminate unnecessary entry points in deployed web
applications to reduce the attack surface.

Instances

Module # Class # Module Location Fix B¥ Flaw Id
6 - WebGoat-5.0-with- org/.../session/CreateDB.java 53 7128/11 929

jsp.war
13 - WebGoat-5.0-with- org/.../lessons/Encoding.java 744 7/28/11 158

jsp.war
14 - WebGoat-5.0-with- org/...webgoat/util/Exec.java 505 7128/11 22

jsp.war
a7 - WebGoat-5.0-with- org/.../\WebgoatProperties.java 114 7128/11 9

jsp.war
—*  Credentials Management(2 flaws) O Fix Required by Policy

Description

Improper management of credentials, such as usernames and passwords, may compromise system security. In particular,
storing passwords in plaintext or hard-coding passwords directly into application code are design issues that cannot be easily
remedied. Not only does embedding a password allow all of the project's developers to view the password, it also makes
fixing the problem extremely difficult. Once the code is in production, the password cannot be changed without patching the
software. If a hard-coded password is compromised in a commercial product, all deployed instances may be vulnerable to
attack, putting customers at risk.

One variation on hard-coding plaintext passwords is to hard-code a constant string which is the result of a cryptographic one-
way hash. For example, instead of storing the word "secret," the application stores an MD5 hash of the word. This is a
common mechanism for obscuring hard-coded passwords from casual viewing but does not significantly reduce risk.
However, using cryptographic hashes for data stored outside the application code can be an effective practice.

Recommendations

Avoid storing passwords in easily accessible locations, and never store any type of sensitive data in plaintext. Avoid using
hard-coded usernames, passwords, or hash constants whenever possible, particularly in relation to security-critical
components. Store passwords out-of-band from the application code. Follow best practices for protecting credentials stored
in alternate locations such as configuration or properties files.
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Associated Software Flaw Types:

—*  Plaintext Storage of a Password (CWE ID 256)(1 flaw)

Description
A method reads and/or stores sensitive information in plaintext, making the data more susceptible to compromise.

Effort/Complexity of Fix: 4

Recommendations
Never store sensitive data in plaintext. Consider using cryptographic hashes as an alternative to plaintext.

Instances
7 - WebGoat-5.0-with- org/.../DatabaseUtilities.java 97 7128/11 50

jsp.war

—*>  Use of Hard-coded Password (CWE ID 259)(1 flaw)

Description

A method uses a hard-coded password that may compromise system security in a way that cannot be easily remedied.
The use of a hard-coded password significantly increases the possibility that the account being protected will be
compromised. Moreover, the password cannot be changed without patching the software. If a hard-coded password
is compromised in a commercial product, all deployed instances may be vulnerable to attack.

Effort/Complexity of Fix: 4

Recommendations
Store passwords out-of-band from the application code. Follow best practices for protecting credentials stored in
locations such as configuration or properties files.

Instances
6 - WebGoat-5.0-with- org/.../session/CreateDB.java 69 7128/11 84
jsp.war
—*>  Cross-Site Scripting(112 flaws) O Fix Required by Policy
Description

Cross-site scripting (XSS) attacks occur when an attacker uses a web application to send malicious code, generally in the form
of a browser side script, to a different end user. Flaws that allow these attacks to succeed occur whenever a web application
uses untrusted data in the output it generates without validating or encoding it. XSS vulnerabilities are commonly exploited to
steal or manipulate cookies, modify presentation of content, and compromise sensitive information, with new attack vectors
being discovered on a regular basis. XSS is also commonly referred to as HTML injection.
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XSS vulnerabilities can be either persistent or transient (often referred to as stored and reflected, respectively). In a persistent
XSS vulnerability, the injected code is stored by the application, for example within a blog comment or message board. The
attack occurs whenever a victim views the page containing the malicious script. In a transient XSS vulnerability, the injected
code is included directly in the HTTP request. These attacks are often carried out via malicious URLs sent via email or
another website and requires the victim to browse to that link. The consequence of an XSS attack to a victim is the same
regardless of whether it is persistent or transient; however, persistent XSS vulnerabilities are likely to affect a greater number
of victims due to its delivery mechanism.

Recommendations

Several techniques can be used to prevent XSS attacks. These techniques complement each other and address security at
different points in the application. Using multiple techniques provides defense-in-depth and minimizes the likelihood of a XSS
vulnerability.

* Use output filtering to sanitize all output generated from user-supplied input, selecting the appropriate method of
encoding based on the use case of the untrusted data. For example, if the data is being written to the body of an HTML
page, use HTML entity encoding. However, if the data is being used to construct generated Javascript or if it is
consumed by client-side methods that may interpret it as code (a common technique in Web 2.0 applications), additional
restrictions may be necessary beyond simple HTML encoding.

* Validate user-supplied input using positive filters (white lists) to ensure that it conforms to the expected format, using
centralized data validation routines when possible.

* Do not permit users to include HTML content in posts, notes, or other data that will be displayed by the application. If
users are permitted to include HTML tags, then carefully limit access to specific elements or attributes, and use strict
validation filters to prevent abuse.

Associated Software Flaw Types:

—> Improper Neutralization of Script in Attributes in a Web Page (CWE ID 83)(10 flaws)

Description

The application does not filter text or other data for potentially malicious HTML content. This enables an attacker to
craft arbitrary HTML content. This vulnerability typically requires that an attacker be able to submit JavaScript <script>
tags as part of a field that is re-displayed to one or more users. The <script> tag contains instructions that are executed
in a user's web browser, not on the web application server. JavaScript functions can be used to write raw HTML, read
cookie values, pull JavaScript code from a third-party web server, or send data to a third-party web server.

Effort/Complexity of Fix: 3

Recommendations

Cross-site scripting and HTML injection attacks can be defeated by applying robust input validation filters for all data
received from the web browser. Do not permit users to include HTML content in posts, notes, or other data that will be
displayed by the application. If users are permitted to include HTML entities, then limit access to specific elements or
attributes. Use the programming language's built-in routines to remove potentially malicious characters.

Attack Vectors
URL Parameter Eleoitabilitx Flaw Id
http://10.0.4.89:8080/WebGoat/attack - 168
http://10.0.4.89:8080/WebGoat/css/menu.css - 169
http://10.0.4.89:8080/WebGoat/images/logos/owasp.jpg - 170
http://10.0.4.89:8080/WebGoat/javascript/javascript.js - 171
http://10.0.4.89:8080/WebGoat/lesson_solutions/CommandInjection - 172
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http://10.0.4.89:8080/WebGoat/lesson_solutions/formate.css - 175
http://10.0.4.89:8080/WebGoat/lesson_solutions/HttpSplitting_files/f - 173
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—>  Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS) (CWE ID
80)(102 flaws)

Description

This call contains a cross-site scripting (XSS) flaw. The application populates the HTTP response with user-supplied
input, allowing an attacker to embed malicious content, such as Javascript code, which will be executed in the context
of the victim's browser. XSS vulnerabilities are commonly exploited to steal or manipulate cookies, modify presentation
of content, and compromise confidential information, with new attack vectors being discovered on a regular basis.

Effort/Complexity of Fix: 3

Recommendations

Properly encode all untrusted data before using it to construct an HTTP response. The encoding method should be
chosen based on the specific use case of the untrusted data. For example, if the data is being written to the body of an
HTML page, use HTML entity encoding (e.g. StringEscapeUtils.escapeHtml() in J2EE or HttpUtility.HtmIEncode() in
ASP.NET). In addition, as a best practice, always validate user-supplied input to ensure that it conforms to the
expected format, using centralized data validation routines when possible.

Instances

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 52 7/28/11 119
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 52 7128/11 129
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 52 7128/11 59
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 58 7/28/11 96
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 58 7128/11 58
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 58 7/28/11 144
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 62 7128/11 33
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 62 7128/11 67
jsp.war
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12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 62 7128/11 159
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 66 7128/11 122
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 66 7128/11 102
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 66 7/28/11 64
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 70 7128/11 88
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 70 7128/11 91
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 70 7/28/11 152
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 74 7128/11 32
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 74 7128/11 49
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 74 7/28/11 116
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 78 7128/11 75
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 78 7/28/11 93
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 78 7128/11 69
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 82 7128/11 4
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 82 7128/11 25
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 82 7/28/11 160
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 90 7128/11 125
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 90 7128/11 95
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 90 7/28/11 104
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 98 7/28/11 163
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 98 7/28/11 126
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 98 7/28/11 24
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 102 7128/11 165
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 106 7128/11 132
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 113 7128/11 164
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 113 7128/11 34
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jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 119 7/28/11 12
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 119 7/28/11 68
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 121 7128/11 30
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 123 7128/11 107
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 123 7/28/11 110
jsp.war

10 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 133 7128/11 124
jsp.war

12 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 133 7128/11 8
jsp.war

11 - WebGoat-5.0-with- com/.../EditProfile_jsp.java 133 7/28/11 29
jsp.war

17 - WebGoat-5.0-with- org/.../lessons/HttpSplitting.java 112 7128/11 60
jsp.war

19 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 52 7/28/11 92
jsp.war

20 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 52 7128/11 137
jsp.war

21 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 52 7128/11 150
jsp.war

21 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 68 7128/11 97
jsp.war

20 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 68 7/28/11 147
jsp.war

19 - WebGoat-5.0-with- com/.../ListStaff_jsp.java 68 7128/11 114
jsp.war

24 - WebGoat-5.0-with- com/.../Login_jsp.java 71 7/28/11 7
jsp.war

25 - WebGoat-5.0-with- com/.../Login_jsp.java 71 7128/11 141
jsp.war

26 - WebGoat-5.0-with- com/.../Login_jsp.java 71 7/28/11 111
jsp.war

27 - WebGoat-5.0-with- com/.../main_jsp.java 170 7/28/11 70
jsp.war

27 - WebGoat-5.0-with- com/.../main_jsp.java 172 7128/11 66
jsp.war

27 - WebGoat-5.0-with- com/.../