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Mobile Device Platforms

Windows Mobile 6.5

Microsoft

A Supports both native code
and .NET programming
languages, including
C/C++ and C#

A Code can be signed via
authenticode but this is
not a requirement.

BlackBerry v4.7.0

Research In Motion

A Applications are written in
Java only.

A Code can be signed for
access to certain low-level
APIs.

A Applications have strict
permissions-oriented
authorization model.
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Android 1.5
Google

A Applications written in
custom Java VM (Dalvik)

A Native API exists, however
all applications still
execute in the context of
the Dalvik virtual machine.

These platforms are all very different,
but there are some common concerns.
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Windows Mobile 6.5 Myths

AWindows Mobile is enough like Win32 that common exploit code
can be used on Windows Mobile devices with minimal effort.

TRUE

Windows Mobile, while running on ARM devices, requires knowledge of another
assembly language, but the APIs used at the low-level are based on Windows NT,

so attackers can quickly learn how to compromise these devices if they have
worked with others.

AWindows Mobile while running a .NET application is not
vulnerable to Win32-based attacks.

FALSE
.NET applications still interact with the filesystem, bluetooth and TCP/IP stacks, as
well as other low-level code that may use native functionality. Almost everything in
Windows Mobile eventually calls into the mobile kernel which is not written in .NET.
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BlackBerry Myths

AThere have been no exploitable BlackBerry handheld
vulnerabilities published for the last two years.

TRUE

Since 2007, there have been no reported handheld vulnerabilities for the
BlackBerry. All issues have been MDS or BES related, or problems with desktop
software shipped with the device. Even the 2007 vuln was a DoS, not taking
control of the device.

AThe BlackBerry encrypts my contacts and my email. This
prevents unauthorized programs from accessing them.

FALSE
To access the BlackBerryds private APl s for
associated with getting a certificaffok. That ¢

the device without being detected. Turns out
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Android Myths

AAndroi dés version of Java permits
devices.

TRUE

Recently, the Android Native Development Kit, along with the release of Android
1.5 has enabled native code to execute on Android devices. The effects of this are
yet to be seen, but as one might imagine, it lowers the trust barrier for the platform.

AAndroid is really Linux.

TRUE
ltds not just a myt h! Linux is the base of t
the filesystem, t he process model, the codebase, it
course, there are many Android-s peci fi ¢ modi fications, but t

great, right?
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Recent Advisories T Windows Mobile 6.5

ABluejacking + Bluetooth stack FTP directory traversal problem

SOURCE: (July 2009) http://www.seguridadmobile.com/windows-mobile/windows-mobile-
security/HTC-Windows-Mobile-OBEX-FTP-Service-Directory-Traversal.html

CVE-2009-0244
Author: Alberto Moreno Tablado:
Details:

HTC devices running Windows Mobile 6 and Windows Mobile 6.1 are prone to a directory
traversal vulnerability in the Bluetooth OBEX FTP Service. Exploiting this issue allows a remote
authenticated attacker to list arbitrary directories, and write or read arbitrary files, viaa ../in a
pathname. This can be leveraged for code execution by writing to a Startup folder.

Status:
Flaws like these allow trojans to be surreptitiously installed. This is a native mode application,
but it wouldndét really matter i f it were I n C#

and is cross-language.

Veracode Recommendation:
As with the Win32 platform, so goes Windows Mobile. There are a few differences in the risk
profile for the mobile device, but f vaysimiahe at
Scan whatever code interacts with or gets installed on these devices as you would any desktop.
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Recent Advisories - Blackberry

ABlackBerry PDF exploit

SOURCE: (2/5/2009) http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2009-0219

Author: RIM

Details:
Until it can issue a patch, RIM has warned customers to disable the BlackBerry Attachment
Service, which allows BES to process PDF attachments for users to view on their BlackBerry

devices. The flaw concerns how the BlackBerry Attachment Service processes PDF files, which
can be exploited via a maliciously crafted PDF.

Status:

Fixed. This vulnerability is NOT a device vulnerability, but it affects entire BlackBerry networks
because it is a hole in the software thatruns server-s i de of the deviceds <co

Veracode Recommendation:

Content handling code, as it is a usually a nest of bad parsing implementation, many times with

bugs from Oborrowedd code. People rarely write
sure where all the code came from for your pro
Il ssues that you can, and being wary of the one
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Recent Advisories - Android

AThird-Party Media Decoder Issue

SOURCE: (2/12/2009) http://blogs.zdnet.com/gadgetreviews/?p=1476
Author: Charlie Miller
Details:
Al  ows hackers to remotely take control of the

The current vulnerability is reportedly contained in code written by software company
PacketVideo, which contributed an open version of their Core multimedia application framework
to Android, where it became the multimedia subsystem for the Android web browser.

Status:

Fixed, but general problem exists. Phones ship with 3 party content that is automatically
trusted, and leaves the device open to attack through inconsistent security testing.

Veracode Recommendation:
Scan all code written for this platform. Java programs are not exempt from security flaws and
while a lot of programs do not yet use native code, it will definitely become more popular as
people port older C++ libraries to Java.


http://blogs.zdnet.com/gadgetreviews/?p=1476
http://www.packetvideo.com/about_us.html
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Case Study 1. Windows Mobile Classic Buffer Overflow

AWindows Mobile applications run copious quantities of native
code.

AThese C and C++ programs have nearly the same attack profile
as any desktop application written in Win32, ATL/MFC, or other
native environments.

AWindows Mobile applications downloaded from the internet will
ask for permissions to operate on your handheld. A benign
application given permission to operate may then experience
attacks such as buffer overflows, handing control of that session
over to an attacker.

AThankfully, processes exist for auditing applications that fall into
this category.

AExample: HCI Device Name Overflow
http://www.milwOrm.com/exploits/6582
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Case Study 2: BlackBerry Trojans

ABlackBerry provides the opportunity to wrest control from the user to
install new applications.

Aln many environments this is not implemented, as it is not the default
behavior.

AThe ability to install new applications allows one to write trojan
programs that look i just like- other programs the user enjoys, such as
games and other common tools such as mailreaders and mapping
applications.

ATrojans, once installed, are easy to hide by naming applications and
classes the same thing as the legitimate application.

ATrojans, once given permissions to the entire system as many
programs are treated, can access address books and call logs.

ALeaking that information off of the device can be accomplished with
various means, not limited to protocol abuse such as DNS tunneling.

AFor example: Blackberry Attack Toolkit (BBProxy/BBScan)
http://www.praetoriang.net/index-4.html
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Case Study 3: Android Process Separation

ADalvik, unlike many other Java VMs has process separation built
Into it. Sandboxing is the design principle in play everywhere.

AHowever, since Android developers are writing this whole thing
from scratch, theyore I|Iikely to
made, or whole new ones J

AProcesses can share a VM by using a common user-id in the
their AndroidManifest.xml file, and requesting a shared VM

android:sharedUserld =" aexp.share.sharedapp
android:process =" aexp.share.sharedappprocess

AAn implementation flaw in Dalvik (already fixed), resulted in
static members of classes becoming accessible everywhere.
Just goes to show that VM fl aws
will keep coming back if we keep implementing new VMs.

Kudos to: http://mylifewithandroid.blogspot.com/2009/06/controlling-application-separation.htmi



Application-Level Security Controls

Windows Mobile 6 BlackBerry 4.7.0 Android 1.5
. . LT ) (B O.S XML/Managed
Application XML + System Policies Users can override :
. i . . Trust is managed on a
Permission Sets oTwo TiI er permissions at . .
: o per-application basis.
installation time.
Contacts/Email
Accessible To YES YES YES
Programs
Cryptographic APIs YES YES YES
Natlv_e Mode No Not Allowed Restricted
Restrictions
HEEEER CH/CLR 2.0 Java Java (Custom VM)
Environment
Central
Management of NO YES NO
Applications

Application Store
Has Security NO NO NO
Standards



Mobile Device Attack Surface

Windows Mobile 6

Bluetooth

Enterprise
Management

Trojans

USB Connection

TCP/IP

Removable Storage

Email / Web Browser

Coding Problems

YES

None

Easy to install

Full control of device with
password

Direct access to device via
Wi-Fi. No default Firewall.

SD Card usually easily
accessible. Does Autorun.

Browser Helper Objects,
ActiveX, and other high-risk
applications are allowed.
Content handlers run on
device.

Same as Desktop/Server,
problems made worse by
limited API.

BlackBerry 4.7.0

YES, Not enabled by default
BES, MDS Applications

Difficult to install

Full control of device with
password

Wi-Fi on some devices, BES
is a VPN, and devices get
socket API

SD Card inside device
battery cover, no autorun

Browsing is proxied, email
attachments handled by BES
by default, but applications
can override.

URL mangling and data
manipulation issues. Shared
persistent storage and IPC
connections to other
processses.

Android 1.5

YES

None

Easy to install

Full control of device with
password

Direct access to device via
Wi-Fi.

SD card accessible with
minor effort, no autorun

Email and browser react to
J2ME content handlers,
Browser is WebKit-based

Sandbox environment
provides lightweight
protection, native mode
problems exist
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Example #1: Writing a secure content handler

AParsing external content is always trouble.

AJ2ME provides content handler interface on the device, BES
provides content processing on the server-side. Windows Mobile
and Android both support file extension and mime type
handlers.

Alf written in C++, one should be looking for integer overflows and
buffer manipulation problems.

Alf written in Java, be looking for parsing problems, concatenation
Issues, SQL injection, etc.

AFile format vulnerabilities are difficult to track down manually.
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Example #2: Interfacing with Databases

ADatabase access is commonly performed by handhelds to
provide statistics and process management functions to
executives using custom applications.

AProperly constructing database queries have access to internal
company resources is tricky sometimes, even in Java
environments.

ASimpler methods to access data include JSON and XML queries,
but these also have their own parsing and string construction
ISSuUes.

ADetermining where to look for trusted data tainting on database-
heavy applications can be a chore, but the process can be
automated.



VERACODE
Example #3: Cryptography and Stolen Phones

ACryptography should not be implemented by mere programmers.

AEven using canned cryptographic APIs can be difficult to do
correctly.

Alf keys are not stored correctly, cleared from memory, and
otherwise handled well, attacks are possible.

AData encryption is not handled transparently on all platforms

ASoftware with data in transit should be using secure protocols
for important information. Global taint checking to ensure
proper care is the best way to enhance a manual audit of your
cryptography implementation.






