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Highlights

Unlimited Seats — SecurityReview

imposes no restrictions on number of seats,

departments, or users of the service.

Unlimited Scans — Your subscription gives
you unlimited access to both static and
dynamic scanning on the platform.

100% Code Coverage — By scanning the
binary code, SecurityReview provides the
most comprehensive coverage of the entire
code base, including detection of malicious
code and backdoors.

No Hardware, No Software— Security-as-
a-Service (SaaS) delivery lowers costs and
eliminates resource-intensive installation &
maintenance concerns.

Independent Standards-Based Ratings —
Ratings are based on NIST, CWE & CVSS
to meet auditing & compliance standards.

Rapid Time to Value — Get accurate,
actionable results within 24-72 hours.

Diverse Application Coverage— Manage
security risk across your entire application
portfolio—in-house, outsourced,

commercial and open-source applications.
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SecurityReview® for
Application Risk Management

Veracode’s SecurityReview® is delivered as a turnkey
service that can be customized to fit your organization’s
unique needs and accommodate the changing threat and
security requirements’ landscape.

Standard Edition

SecurityReview’s Standard Edition empowers organizations with a robust solution to
quickly kick-start and operationalize a security program that covers your entire mixed
application portoflio. It provides unlimited access to a centralized application risk
management platform, multiple testing techniques and security intelligence
information on open source projects.

Enterprise Edition

SecurityReview’s Enterprise Edition augments the Standard Edition with additional
features that enable you to implement a comprehensive application risk management
and developer training program across diverse, geographically distributed teams and
supplier networks. It provides eLearning, security advisor services, cross-platform
integration and co-branding capabilities.

Standard
Edition

Enterprise
Edition

SecurityReview® Solutions

Application Risk Management Platform

Automated Code Review (Static)

Automated Web Vulnerability Scanning (Dynamic)

Open Source Ratings Database
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Phone and Email Support

Security Program Advisor Hours

elearning

Technical Account Manager

API/Archer Integration

Co-Branding
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Application Risk Management Platform

Leverage a centralized view of risk and security information to manage, set policy, track
and report on your application portfolio across your entire enterprise; available 24x7
through Veracode’s web-based SaaS platform hosted in a secure SAS70 Type Il and
Systrust certified facility.

Automated Code Review (Binary Static Analysis)
- Veracode’s patented automated static binary analysis reviews code in its “final”
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& : _— e compiled version, including libraries and 3rd party components, without requiring
—— e organizations to expose their intellectual property in the form of source code. This
— — approach results in the most accurate and complete security testing available in the
o T o T R industry.

SEpEw———ay Automated Web Vulnerability Scanning (Dynamic Analysis)

- — - RO Veracode’s automated web application vulnerability scanning, also known as dynamic
i i analysis or black-box testing empowers companies to identify and remediate security

\ - y issues in their running web applications before hackers can exploit them.

elLearning

SecurityReview integrates web-based secure programming training modules and a
knowledgebase for developers and security personnel to meet formal training and
competency testing requirements for OWASP Top 10, SANS Top 25 and other industry
standards.

Open Source Ratings Database

Access Veracode’s database of security ratings for enterprise-class open source
Servcs Unage (1] projects enabling you to gain an understanding of the risk/benefit trade-off of
PN o " integrating open source versus commercially developed software.

eLearning

API/Archer Integration
‘\\\\ The integration of Veracode’s SecurityReview® within the Archer SmartSuite
‘ z— * L Framework provides direct access to Veracode’s application risk intelligence, allowing
‘ : : organizations to further capitalize on their Archer investment and centralize the
: management and reporting of critical business intelligence across their enterprise.

\ — y Security Program Advisor Hours

Enterprises can access Veracode security experts for a full range of application lifecycle
services such as application portfolio management recommendations, detailed
remediation advice and application security strategy review.

Technical Account Manager

Your Technical Account Manager (TAM) is a designated day-to-day liaison for technical
support and account questions available to you, as needed.

More Information

For information on software security services, best practices, and methodologies, contact us at:

Veracode, Inc.

4 Van de Graaff Drive

Burlington, MA 01803

Tel:  +1.781.425.6040

Fax: +1.781.425.6039

Email: contact@veracode.com
URL  http://www.veracode.com
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