VERACODE

Highlights

For Software Providers

Market security as a competitive
differentiator

Meet customer and compliance
requirements for secure software

Lower operational costs related to security
patches and maintenance

For Enterprises

Establish secure procurement processes
Evaluate vendors as part of the RFP
process

Set minimum security thresholds for
purchased software

“Businesses should urge all IT

vendors to use CVSS in their
vulnerability and patch reporting.”

John Pescatore

Gartner

“The ability for ISVs to have
their software independently
rated allows enterprises to
manage risk by determining
whether or not the software
meets their evolving
requirements before or even
after purchasing and
deploying.”

Diana Kelley, principal analyst,
SecurityCurve

VerAfied™ Software Security Mark

The VerAfied™ security mark is quality indicator for the
security level of applications and software components.
Veracode’s ratings are completely transparent and based
on industry accepted standards for software assessment
from NIST, CWE and CVSS against vulnerability
benchmarks such as the OWASP Top 10 and CWE-
SANS Top 25.

Veracode's The VerAfied mark signifies that an application has received an independent
application risk management assessment from Veracode and the provider has resolved or
mitigated any vulnerabilities identified. Due to the nature of software security testing, no
organization can guarantee that the lack of discoverable flaws means their software is
completely secure. However, through rigorous independent testing using Veracode's
automated static binary analysis, automated dynamic web vulnerability scanning, enhanced
dynamic analysis testing, and/or manual penetration analysis these organizations have utilized
the most widely accepted and comprehensive methods available to secure their software.

Industry Standard Software Ratings

Independent software vendors and enterprises gain insight into the security quality of software
similar to that provided by Moody's®, Standard and Poor's® or Consumer Reports®. The software
rating is completely transparent and based on industry-standards. Software that receives top ratings
can be actively promoted by the producing software vendor.

The VerAfied security mark indicates that software has been
independently assessed against portions of the OWASP Top
10 and SANS Top 25 for technical flaws using automated static
binary analysis and/or dynamic analysis and has been found to
have reached an acceptable level of security quality.

The VerAfied High Assurance security mark indicates that
software has undergone additional manual application
penetration testing to identify flaws in business logic and
design and has been found to have reached an acceptable
level of security quality.
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To see a complete list of software providers who have earned the VerAfied security mark or request
a security rating today at: http://www.veracode.com/ratings.
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