VERACODE

Highlights

Rapid Time to PCI Compliance — Receive
reports and results within 24-72 hours

- Automated & On-Demand — Application
security testing on an as-needed basis

Lower Compliance Costs — Software as a
Service (SaaS) means no hardware or
software to purchase, install & maintain

Independent Expert Review —  Veracode
is a recognized application security expert
meeting PCI Requirement 6 guidelines

Standards-Based Ratings — Ratings
based on CWE & CVSS to meet auditing
standards

Key Facts

PCI Requirement 6.3.7 — Review of
custom code prior to release to production
to identify any potential coding vulnerability

PCI Requirement 6.5 - Provide evidence
that process are in place to ensure web
applications are not susceptible to common
vulnerabilities

PCI Requirement 6.6 - Have all web-facing
custom application code reviewed for
common vulnerabilities by an organization
that specializes in application security

- June 2008 Deadline — PCI Requirement
6.6 becomes mandatory

State of Software — Over 3,400 hundred
vulnerabilities disclosed in the 1** half of
2007 alone
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Solution Fact Sheet

Veracode PCI SecurityReview®
Merchant & Solution Provider Solutions

The Payment Card Industry Data Security Standard, or PCI DSS,
defines security requirements for the storage, processing, and
transmission of cardholder data. Merchants and service providers
that want to do business with the major credit card firms
associated with the standard must comply with its rules. With
75% of attacks focused at the application level, it comes as no
surprise that PCI DSS has made application security one of its
cornerstones.

Applications have become the corporation’s new peri meter and a prime target for data and credit
card theft. Software vulnerabilities have reached an all time high, with over 3,400 new
vulnerabilities disclosed in the 1* half of 2007 alone. PCI recognizes this fact and has devoted
Requirement 6 of the DSS to help companies “Develo p and Maintain Secure Systems and
Applications”. Specifically, Requirements 6.3.7, 6.5 and 6.6 mandate that organizations have a
process in place to ensure their web applications are not susceptible to common vulnerabilities and
that custom application code has been reviewed by application security experts for vulnerabilities.

Accelerate PCI Compliance with SecurityReview

Veracode’s PCI SecurityReview helps organizations rpidly achieve PCI compliance in a simple and
cost effective way. Veracode's automated on-deman d service allows companies to scale
application security testing on an as-needed basis and without the need for costly and time
intensive line-by-line code reviews. Also, with no hardware or software to buy, install, maintain or
upgrade organizations drastically reduce both their capital and operational expenses related to PCI
compliance. Enterprises simply enter application information through Veracode’s secure on-line
assurance platform and receive reports and results within 24-72 hours.

Independent Review with Standards-Based Ratings

As an expert in application security, Veracode is in a unique position to provide an independent
assessment and standards-based rating to ensure your applications comply with PCI DSS. Auditors
require proof that your applications are free from vulnerabilities and they need a method to evaluate
findings against a well-known industry benchmark. Veracode's Ratings System solves this issue by
producing a software security rating based on respe cted industry standards including MITRE’s
Common Weakness Enumeration (CWE) for classification of software weaknesses and FIRST's
Common Vulnerability Scoring System (CVSS) for seveity and ease of exploitability. These
universally accepted vulnerability scoring methods provide auditors confidence:

“Businesses should urge all IT
vendors to use CVSS in their
vulnerability and patch
reporting.”
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Veracode’s Fix First Analysis quickly identifies flaws and
guides your developers through remediation efforts to
reduce the time & effort associated with PCI compliance + & y " , &
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Compliance Milestones
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Veracode’s On-Demand Service tracks you application’s %
ratings over time, enabling you to improve your compliance
project milestones
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For information on software security services, best practices, and methodologies, contact us at.

Veracode, Inc.

4 Van de Graaff Drive
Burlington, MA 01803

Phone: +1.781.425.6040
Email: contact@veracode.com
www.veracode.com

SecurityReview is a registered trademark of Veracode, Inc.



