VERACOIDE

Highlights

Enterprises use Veracode
Consulting Services To:

Perform penetration testing on high
assurance applications

Meet regulatory compliance requirements
for independent verification and validation
(IV&V)

Validate application design and architecture

Increase and expand security testing
without additional resources

Leverage Veracode’s world-class security
consultants to speed remediation

Conduct application portfolio risk
assessments

Key Features:

o |dentify True Issues — Penetration testing
to find exploitable vulnerabilities and

business logic flaws

Security-as-a-Service — Lower costs with
no hardware or software to purchase,
install & maintain

Integrated Technology — Allows
companies to do more with less by
combining automated static and dynamic
analysis with manual penetration testing

Independent Standards-Based Ratings —
Ratings based on NIST, CWE & CVSS to
meet auditing & compliance standards

Rapid Time to Value - Actionable results
available in days not months

Solution Fact Sheet

Veracode Consulting Services

Veracode Consulting Services helps organizations reduce risk
while improving their security posture, operational effectiveness
and achieving compliance objectives. By leveraging our unique
methodology that combines patented automated testing with
world-class security consultants, Veracode is able to work closely
and cost-effectively with our customers to offer a complete range
of both strategic and technical assessment services.

Application Security Lifecycle Services

Applications have become the enterprise’s “new perimeter” and with Gartner reporting that

over 75% of new attacks target the application layer, application security has risen to the top
of the agenda for security professionals striving to control their company’s overall risk profile.
Veracode Consulting Services provides a complete solution to address the entire application

security lifecycle from design and testing to remediation and future strategy.

Remediation Application
Services & Design &
Lifecycle Inventory
Consulting Services

VERACODE

Application
Security Lifecycle
Services

Application
Penetration
Testing

Automated Static
& Dynamic
Testing

Veracode's application security consultants have years of experience and leading enterprises
leverage their expertise to build and maintain secure applications throughout their
development, deployment, and operational phases. By working closely with customers,
Veracode has unique insight into both the business and application risk enabling us to prevent
the root cause of issues and empower businesses to focus their efforts where they receive
the maximum benefits in the shortest amount of time.

Application Penetration Testing

Veracode is the only solutions provider to combine patented automated static binary and
dynamic analysis with manual penetration testing for high assurance applications. This unique
approach enables organizations to cover their entire application portfolio and focus manual
penetration testing efforts on critical applications. This results in lower overall risk, greater
insight into third party applications, and reduced costs. Veracode's penetration testing
services go beyond application security scanning to discover exploitable conditions including:

e Business Logic Issues e Authorization Issues e Design Issues
e Circumvention of

Active Defenses

e Breaches of Confidentiality,
Privacy & Integrity

e Combined Vulnerability
Escalation (Domino Effect)
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Highlights

Speed Remediation
Veracode Fix First Analysis

REMEDIATION EFFORT
EASY

+— Fix First
Remediation
Advice

SEVERITY LEVeL

Fix Later

Veracode's Fix First Analysis quickly identifies flaws and
guides your developers through remediation efforts

Remediation Milestones
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Veracode helps organizations track application ratings over
time, enabling you to improve your project milestones

VERIFIED BY

VERACODE

Solution Fact Sheet

Application Design and Architecture Services

Insecure coding is not always the cause of software vulnerabilities. Application design can be
the most critical step in creating secure software. Flaws introduced at design time can be
difficult, time consuming, and costly to fix after an application is completed and deployed.
Veracode Consulting Services enables organizations to embed security into their applications
from the start. Our team of world-class security experts work with customer architects and
developers to ensure that security controls are a fundamental part of the application’s design
before development begins.

Application Inventory Services

While it may seem obvious that organizations need to create an inventory of their applications
that are being developed, purchased or maintained by an outsourcing provider, but it can be a
challenging exercise. With the advent of low cost offshore development, open source, and
low cost commercial software, it is common to see application “sprawl”. Utilizing risk
management frameworks and NIST recommended assurance levels, Veracode works closely
with enterprises to create a comprehensive inventory of their applications in the context of
their criticality to the business. This empowers organizations to make informed decisions on
testing, remediation, mitigation, or retirement and meet internal and external regulatory
requirements.

Application Remediation Services

Regardless of the method or choice of analysis technigues, most businesses are not prepared
to process the resulting security analysis data. Application development departments are
focused on bringing functional applications to market as quickly and inexpensively as possible
and may not have the skills necessary to resolve security issues. Veracode Consulting
Services provides the expertise and experience necessary to guide developers through the
remediation process by identifying which vulnerabilities need to be fixed and applying industry
best practices to resolve the issues as quickly and cost-effectively as possible.

About Veracode

Veracode is the world’s leader for application security testing solutions. Veracode
SecurityReview is the industry’s first solution to use patented binary code analysis, dynamic
web analysis and application penetration testing to uniquely assess any application security
threats including vulnerabilities and malicious code. SecurityReview performs the only
complete and independent security audit across any internally developed applications, third-
party commercial off-the-shelf software and offshore code without exposing a company’s
source code. Delivered as an on-demand service, Veracode delivers the simplest and most-
cost effective way to implement security best practices, reduce operational cost and achieve
compliance without requiring any hardware, software or training.

Veracode has established a position as the market visionary and leader with awards that
include recognition as a Gartner ‘Cool Vendor’ 2008, Info Security “Tomorrow’s Technology
Today Award 2008”, Information Security “Readers’ Choice Award 2008”, AlwaysOn
Northeast Top 100 Private Company 2008, Network\World “Top 10 Security Company to
Watch 2007”, and Dark Reading’s “Top 10 Hot Security Startups 2007”. Based in Burlington,
Mass., Veracode is backed by .406 Ventures, Atlas Venture and Polaris Venture Partners.
www.veracode.com.For more information, visit www.veracode.com
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