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Highlights

Rapid Time to Compliance — Receive
reports and results within 24-72 hours

- Automated & On-Demand — Application
security testing on an as-needed basis

Lower Compliance Costs — Software as a
Service (SaaS) means no hardware or
software to purchase, install & maintain

Independent Expert Review — Veracode
is a recognized application security expert
meeting PAPB Requirement 5 guidelines

Standards-Based Ratings — Ratings
based on CWE & CVSS to meet auditing
standards

Key Facts

PABP Requirement 5.1 - Provide evidence
that process are in place to ensure web
applications are not susceptible to common
vulnerabilities

PABP Requirement 5.2 — Incorporate
information security throughout the SDLC

PABP Requirement 5.5 - Have all custom
application code reviewed for common
vulnerabilities

- Visa Deadlines — Visa PABP mandates go
into effect starting in January 2008
requiring Payment Vendors to validate their
applications

State of Software — Over 3,400 hundred
vulnerabilities disclosed in the 1% half of
2007 alone

Veracode SecurityReview® for PA-DSS & PAPB

Payment Vendor Solutions

Visa’s "Payment Application Best Practices" (PAPB) assists
software vendors in creating secure payment applications that help
ensure merchant compliance with the PCI Data Security Standard
(PCI DSS). In early 2008, the PCI Security Standards Council will
adopt Visa's PAPB as a new standard, named PCI PA-DSS.
Payment software vendors need to comply with the requirements
of PA-DSS and PABP in order for merchants to use their products
to process credit card transactions.

With enterprises largely successful in securing the ir networks, the application layer has become the
criminal's new favorite target — and for good reason. Applications are responsible for controlling
access to sensitive business transactions and mission critical customer data. Not surprisingly, 75%
of all new attacks are against applications and 90% of all vulnerabilities are in software, according to
Gartner, Inc. Visa and PCI recognize this fact andhave devoted Requirement 5 of the standard to
help vendors “Develop Secure Applications”. Specifically, Requirements 5.1 and 5.5 mandate that
software vendors have a process in place to ensure their web applications are not susceptible to
common vulnerabilities and that custom application code has been reviewed by application security
experts for vulnerabilities.

Accelerate PA-DSS & Visa PABP Compliance

Veracode’s Security Review for Payment Vendors helps organizations rapidly achieve compliance in
a simple and cost effective way. Veracode's autom ated on-demand service allows companies to
scale application security testing on an as-needed basis and without the need for costly and time
intensive line-by-line code reviews. Also, with no hardware or software to buy, install, maintain or
upgrade organizations drastically reduce both their capital and operational expenses related to PA-
DSS and Visa PABP compliance. Payment Vendors simpy enter application information through
Veracode’s secure on-line portal and receive reports and results within 24-72 hours.

Security as a Competitive Differentiator

Merchants and Service Providers not only are subject to strict PCI
DSS security regulations, but also face enormous consequences to
their brand, and even the existence of their busine ss, if they are
victims of a security breach. Correspondingly, security has become
a major factor in their software purchasing decisions. As an expert
in application security, Veracode is in a unique pacsition to help
payment vendors demonstrate PABP and PA-DSS compliance and
also provides an independent rating, similar to industry

benchmarks by Moody's® for financial services or Co nsumer
Reports® for consumer products. Payment Vendors can then

utilize software assurance ratings in the promotion of their products.
The “Verified by Veracode” logo demonstrates to ¢ ustomers that your
organization takes security seriously and differentiates you from your
competitors.
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Meet PABP Compliance Deadlines

In October of 2007, Visa announced a series of mandates to remove vulnerable payment applications
from the Visa payment system. These mandates, whic h began on January I 2008, require payment
application vendors to comply with Visa's PABP in order for their products to be used by merchants
who accept Visa payments. It is expected that othe r credit card companies will follow suit and adopt
similar mandates once the PCI PA-DSS is published n early 2008.
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Compliance Made Easy: Veracode 4-S Program

Veracode’s unique 4-S on-demand program reduces conplexity and provides an easy way for
organizations to achieve Visa PABP and PCI| PA-DSSampliance:

1. Start — Payment Vendor logs onto Veracode website and enters application information
2. Scan - Veracode performs automated vulnerability scans

3. Score — Veracode provides security rating, vulneralilities and remediation advice with fix
first analysis and recommended compliance milestone s

4. Secure — Payment Vendor remediates compliance issues, if necessary and resubmits
secure application for updated rating

For More Information

For information on software security services, best practices, and methodologies, contact us at.

Veracode, Inc.

4 Van de Graaff Drive
Burlington, MA 01803

Phone: +1.781.425.6040
Email: contact@veracode.com
www.veracode.com
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